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1. Background and purpose of the protocol 

This Information Sharing Protocol (ISP) is owned by Darlington Community 
Safety Partnership (CSP), and managed by Darlington Borough Council 
Community Safety on behalf of the partnership. 

1.1 Background 

The Information Commissioner’s Office (ICO) upholds information rights in the 
public interest, promoting openness by public bodies and data privacy for 
individuals and this protocol conforms to the Information Commissioners Office 
guidance.  

1.2 Purpose 

The purpose for sharing information1 within Darlington CSP is: 
 
a) Preventing crime and disorder, anti-social behaviour and substance misuse. 
b) Reducing crime and disorder, anti-social behaviour and substance misuse. 
c) Counter terrorism and prevention of violent extremism 
d) Apprehending and prosecuting offenders. 
e) Reducing re-offending. 
f) Enhancing community safety. 
g) Protecting vulnerable adults and children and supporting victims of domestic  

abuse and sexual violence.  
 
The ISP seeks to: 
 
a) Facilitate the secure exchange of personal data, including special category 

personal data, personal data relating to criminal convictions and offences and 
anonymised information between signatory agencies. 

 
b) Govern the use and management of information by Darlington CSP for the 

purposes of developing and implementing partnership plans and tactics for 
crime and disorder reduction including anti-social and other behaviour 
adversely affecting the environment, tackling substance misuse and adult 
and youth offending. 

 
c) Support the actions of Darlington CSP’s Multi-Agency Problem Solving 

Groups (MAPS) involved in tackling crime, anti-social behaviour and 
substance misuse. 

 
d) Assist the work of the Youth Offending Service (YOS) in developing and 

delivering the Youth Justice Plan and working in partnership with other 
agencies in delivering the Youth Inclusion Programme and Youth Inclusion 
and Support Panels. 

 
e) Support the development of secure information exchange in response to 

Integrated Offender Management (IOM) and Prolific and Priority Offender 
(PPO) schemes. 

 
1 For the purposes of this protocol the term “information” will be used to include “data”, as defined in the Data Protection Act 
and “information” as defined in the Crime and Disorder Act and Police and Justice Act. 
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f) Enable the exchange of personal information between agencies dealing with 
cases of vulnerability, domestic abuse and violence. 

 
g) Enable partnership involvement in the police quarterly scanning and threat 

process through the secure sharing of locality scanning documents, the 
force-wide strategic threat assessment and involvement in the monthly police 
force threat and risk assessment. 

 
h) Support information exchange for the purposes of community fire safety 

 
i) Enable statutory authorities to more effectively meet their obligations under 

Section 17 of the 1998 Crime and Disorder Act and the amendments made 
by the Police and Justice Act 2006. 

 
j) Ensure that the exchange of information, including by electronic means, is 

undertaken securely and safely. 
 

k) Provide guidance on the storage, retrieval and disposal of information. 
 

This ISP may not supersede existing information sharing protocols, although 
partner agencies have agreed to operate under this ISP wherever possible.  
Information exchange for Multi-Agency Public Protection Arrangements 
(MAPPA), Multi-Agency Risk Assessment Conferences (MARAC) and 
Safeguarding are excluded from this protocol.  

 
Agencies should ensure that they have effective data protection processes in 
place for responding effectively and safely to other requests for personal 
information that may be made by agencies in pursuit of their main business 
outside the areas covered by this protocol.  Although the principles on which this 
ISP is based will still apply, appropriate internal procedures should also be in 
place.   
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2. Sharing Information 

2.1 What is information sharing? 

Information sharing involves an exchange of information between one or more 
individuals or agencies. 

2.2 Why share information? 

“Information sharing is the cornerstone of delivering shared understanding of 
issues and arriving at shared solutions…The right information enables partners 
to carry out evidence-based, targeted community safety interventions and to 
evaluate their impact.  The improved outcome of an intelligence led, problem 
solving approach to community safety can only be achieved when partners 
have access to relevant, robust and up-to-date information from a broad range 
of sources.” 

 
‘Delivering Safer Communities: A guide to effective partnership working’ Home 
Office (2007) 

 
Sharing information is fundamental to the success of any partnership plan to 
reduce crime and disorder, to promote community safety and tackle substance 
misuse.  The use of good quality information and intelligence is essential in 
identifying and limiting the activities of those committing crime and disorder and 
in tackling those problems that adversely affect community safety and quality of 
life, including anti-social and other behaviour adversely affecting the 
environment.  It can also help to develop effective interventions at a much 
earlier stage to prevent those identified as being at risk from becoming 
offenders or victims.  

 
The more complete the picture of an individual’s circumstances – not just 
contact with police or other community safety agencies, but also knowledge of 
support already provided by agencies or social issues, family or life stresses – 
the more informed and effective any intervention agreed and delivered will be.   

2.3 Benefits of information sharing 

The benefits of sharing information are: 
 
a) Better informed decision making and joined up working. 

 
b) Improved inter-agency relationships. 

 
c) Better profiling of crime and disorder activity to enable the more effective 

targeting of resources. 
 

d) A more joined up approach to providing protection to the public. 
 

e) Regular monitoring and evaluation of community safety initiatives. 
 

f) Reduction in crime and disorder. 
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3. Definitions 

3.1 Agencies involved in information sharing (Section 5 of Crime and Disorder Act) 

 
3.2 Responsible Authorities 
 

Responsible authorities are under a statutory duty to ensure that key agencies 
come together to work in partnership in a Community Safety Partnership (CSP).  
Under Section 5(1) of the Crime and Disorder Act the following organisations are 
named as Responsible Authorities within Darlington’s Community Safety 
Partnership: 

 
a) Darlington Borough Council. 

 
b) Durham Constabulary. 

 
c) County Durham and Darlington Fire & Rescue Service (as amended under 

the Police Reform Act 2002). 
 

d) NHS North East and North Cumbria Integrated Care Board. 
 

e) North East Probation Service. 
 

While the term ‘partnership’ is applied to all those who sit round the table, legally, 
the responsible authorities are the only bodies or agencies under the duty to 
meet the regulatory requirements. 

 
3.3 Who can be asked to co-operate? 
 

Co-operating bodies comprise of agencies that are important in supporting the 
development of strategic assessments and the implementation of partnership 
plans. Section 5(2)(c) of the Crime and Disorder Act provides details of persons 
or bodies required to co-operate with the Responsible Authorities in their 
exercise of the functions conferred by section 6 of that Act. 

 
Responsible Authorities are required to work in co-operation with parish councils, 
NHS Foundation Trusts, proprietors of independent schools and governing 
bodies of an institution within the further education sector.  
 
From July 2007, Registered Social Landlords (in England) were made co-
operating bodies with the responsible authorities of community safety 
partnerships.  The Housing Act 2004 also amended Section 115 of the Crime 
and Disorder Act 1998 allowing the disclosure of information to Registered 
Social Landlords for the purposes associated with Section 1 of the Crime and 
Disorder Act which is in relation to anti-social behaviour.   
 
Responsible Authorities are also expected to invite a range of local private, 
voluntary, other public and community groups including the public to become 
involved in partnership activity.  Invitees asked to participate are drawn from 
agencies whose knowledge will assist CSP members to reduce crime and anti-
social behaviour more effectively. 
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Section 5(3) of the Crime and Disorder Act provides descriptions of persons or 
bodies, at least one of which must be invited by the Responsible Authorities to 
participate in the exercise of the functions conferred by section 6 of that Act 
(primarily the development and delivery of a partnership strategy for the 
reduction of crime and disorder and tackling drug abuse). 

 
3.4 Relevant Authorities for the purposes of Section 115 

 
The effect of Section 115 of the Crime and Disorder Act 1998 is to allow 
disclosure to a "relevant authority”.  Relevant authorities are defined as: 
 
a) Police forces. 

 
b) Local authorities (such as district, borough & county councils). 

 
c) Probation Service. 

 
d) Fire and rescue authorities. 

 
e) Integrated Care Boards. 

 
f) A person registered under Section 1 of the Housing Act 1996 as a social 

landlord (by virtue of Section 219 of the Housing Act 2004). 
 

3.5 Partners 
 

This ISP designates which agencies are able to share personal and 
depersonalised data for CSP activity:  

 
a) Durham Constabulary. 
b) Darlington Borough Council (including the Youth Offending Service). 
c) County Durham and Darlington Fire and Rescue Service. 
d) NHS North-East and North Cumbria Integrated Care Board. 
e) We are With You. 
f) Probation Service. 
g) County Durham and Darlington NHS Foundation Trust. 
h) Tees, Esk and Wear Valleys NHS Foundation Trust. 
i) Office of the Durham Police and Crime Commissioner. 
j) 700 Club. 
k) Harbour Domestic Abuse Support Service. 

 
3.6 Responsibilities of signatories 
 

It is the responsibility of signatories to ensure that: 
 
a) They are correctly registered with the Information Commissioner for 

processing or controlling personal information. 
 

b) The data protection principles are upheld. 
 

c) Staff in their organisation receive appropriate data protection training.  Staff 
who handle/process personal data must be trained and continue to receive 
training. 
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d) The information shared is kept secure and confidential. 

 
e) Information is accurate and up to date. 

 
f) Professional ethical standards are maintained. 

 
g) A mechanism exists by which the flow of information can be controlled and 

made secure ensuring integrity and confidentiality of the data. 
 

h) Appropriate staff awareness raising is provided on this protocol. 
 

i) Adequate arrangements exist to test adherence to the protocol. 
 

j) Records are maintained of decisions to share or withhold information. 
 

k) All instances of non-compliance and any breaches of the ISP are addressed. 
 

l) Only the minimum amount of information necessary for the purpose is shared. 
 

The ISP should be signed by the Chief Officer or the Caldicott Guardian for each 
organisation.  All signatories must ensure that the protocol is fully implemented 
within their organisation and should develop procedures to ensure that all staff 
are aware of the issues around information sharing, and all Designated Officers 
are conversant with the ISP and their responsibilities. 

 

4. The legal framework for sharing and exchanging information 

4.1 Sharing Information 

What information is being shared  

Personal data: 
- Name 

- Identification number 

- Address/Location data  

- One or more factors specific to the:- 

            physical  
            physiological  
            mental  
            economic  
            cultural  
            social identity of that natural person. 
 
Special categories of personal data: 

- Racial or ethnic origin  

- Political opinions  

- Religious or philosophical beliefs  

- Data concerning health  

- Data concerning a natural person’s sex life or sexual orientation. 
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The data is of a sensitive nature and will likely involve children. 
 
Criminal offence data. 
 
Sources of the information  
 
Service user, carers, partner agencies, Local Authority Services, NHS, Police, 
Probation Service, Fire and Rescue Services, and Third sector organisations. 
 
Legal basis for information sharing 
 

- Darlington Borough Council are relying on: 

UK GDPR Article 6 (1) (e) processing is necessary for the performance of a 
task carried out in the public interest or in the exercise of official authority 
vested in the controller. 
 
UK GDPR Article 9 (2) (g) processing is necessary for reasons of 
substantial public interest, on the basis domestic law which shall be 
proportionate to the aim pursued, respect the essence of the right to data 
protection and provide for suitable and specific measures to safeguard the 
fundamental rights and the interests of the data subject. 

 
UK GDPR gives additional protection to criminal offence data. Where you 
process criminal offence data you need both an Article 6 processing condition 
and the processing must either be: 

• Under the control of official authority – this will include public bodies 
which have certain obligations placed on them either under common 
law or by statute; or 

• Authorised by domestic law. In order for this to be the case the 
organisation wishing to process the personal data will need to meet 
one of the conditions set out in Schedule 1 of the DPA 2018. 

In this case Schedule 1, Part 2, Paragraphs 10 and 18 are met. 

The legal gateway for this processing is contained in the following legislation.  
 

4.1.1 Crime and Disorder Act (1998) 

Section 115 of the Crime and Disorder Act 1998 provides a legal basis (not a 
statutory duty) for data sharing with relevant authorities where it is necessary 
for fulfilling duties contained in the Act.  There is a wide range of activities in 
which the sharing of personal information is not only useful but legally 
permissible, particularly where decisions regarding particular interventions with 
individuals are being discussed.  This power however does not override other 
legal obligations such as compliance with the Data Protection Act (2018), the 
Human Rights Act (1998) or the common law duty of confidentiality.  Section 17 
of the Crime and Disorder Act 1998 also imposes a duty on responsible 
authorities to have due regard to the effect their work may have on crime and 
disorder, anti-social behaviour and substance misuse. 
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4.1.2 Criminal Justice and Court Services Act (2000) 

This Act provides for a specific duty for the Police and Probation Services to 
make joint arrangements for the assessment and management of the risks 
posed by sexual, violent and other offenders who may cause serious harm to 
the public.   

 

4.1.3 Police and Justice Act (2006) 

This Act introduces a duty to share depersonalised information which is 
intended to increase the effectiveness of partnerships by ensuring that they 
have the necessary multi-agency data for identifying priorities, mapping trends 
and patterns in crime and disorder, and managing their performance.  This duty 
only applies when the authority holds the information, so it does not require the 
collection of any additional information. In each case, the duty applies to 
information relating to the partnership area as defined by the district or unitary 
authority area.  The specified data sets are listed in Appendix 1. 

 
The Police and Justice Act 2006 also places a statutory duty on the strategy 
group of all community safety partnerships to prepare an information sharing 
protocol2.  The protocol must cover the sharing of information under the new 
duty to share specified depersonalised datasets and also any additional 
information sharing between the responsible authorities and other agencies 
named under Section 115 of the Crime and Disorder Act 1998, including 
personal data.  A statutory duty has also been placed on each responsible 
authority to nominate a designated liaison officer whose role is to facilitate the 
sharing of information with other partners.  
 

4.1.4 Other relevant Acts 

Whilst the legislation highlighted in sections 4.1.1 to 4.1.3 above are the 
principal ones covering the exchange of information in respect of crime and 
disorder, there are a considerable number of other Acts that require or enable 
the sharing of information, including: 
 

• Children Act 1989 

• Children Act 2004 

• Domestic Violence Crime and Victims Act 2004 

• Anti-Social Behaviour Act 2003 

• Sexual Offences Act 2003 

• Local Authority and Social Services Act 1970 (amended 2003) 

• Housing Act 1996 

• Housing Act 2004 

 
2 Statutory Instrument 2007/1830 part 4 (1) and (2) require the drafting of an Information  
Sharing Protocol 
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• Police and Criminal Evidence Act 2001 

• Anti-Social Behaviour, Crime and Policing Act 2014 

• Fire and Rescue Services Act 2004 

 

• Durham Constabulary 

• The Police Act 1996 

• The Police Reform and Social Responsibly Act 2011 

• Common Law 

• Probation Service 

• Section 14 Offender Management Act 2007 

• Article 6 (1)e UK GDPR- public task 

• Article 9 (2)(g) UK GDPR 

• Part 3 Data Protection Act 2018 

• Section 38 Crime & Disorder Act 1998 

• Working Together to Safeguard Children 2018 

• Criminal Procedures and Investigations Act 1996 

• Crime and Disorder Act 1998 

• Criminal Justice Act 2003 

• Mental Capacity Act 2005 

• The Children Act 1989 

• Children Act 2004 

• Children and Social Work Act 2017 

• Human Rights Act 2000 

• Crime and Security Act 2010 

 

• County Durham and Darlington NHS Foundation Trust –  

• Children Act 1989 as amended 2004 

• Mental Capacity Act 2005 

• Health & Social Care Act 2012 

• Care Act 2014 
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• H&SC (Safe and Quality) Act 2015 

• NHS Act 2006 

• Human rights Act 1998 

• Any other relevant Acts party to this protocol 

• Tees, Esk and Wear Valleys NHS Foundation Trust 

• Children Act 1989 as amended 2004 

• Mental Capacity Act 2005 

• Health & Social Care Act 2012 

• Care Act 2014 

• H&SC (Safe and Quality) Act 2015 

• NHS Act 2006 

• Human rights Act 1998 

• Any other relevant Acts party to this protocol 

• Office of the Durham Police and Crime Commissioner 

• The Police Act 1996 

• The Police Reform and Social Responsibly Act 2011 

• Common Law 

 

• County Durham and Darlington Fire and Rescue Service 

• Fire and Rescue Services Act 2004 

• Civil Contingencies Act 2004 

• Regulatory Reform (Fire Safety) Order 2005 

• Fire and Rescue Service (Emergencies)(England) Order 2007 

• Localism Act 2011 

• Police and Crime Act 2017 

 

• NHS North East and North Cumbria Integrated Care Board 

• Children Act 1989 as amended 2004  

• Children and Families Act 2014) 

• Mental Capacity Act 2005  
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• Health & Social Care Act 2012  

• Care Act 2014 

• NHS Act 2006 

• Human Rights Act 1998 

• Freedom of Information Act 2000 

• Provisions of the Civil Contingencies Act 2004 

• Any other relevant Acts party to this protocol. 

 

• 700 Club 

• The 700 Club fully endorse and adhere to the principles of the General 
Data Protection Regulation (GDPR) May 2018. 

• Harbour Domestic Abuse Support Service 

• General Data Protection Regulations Act 2018 

• The Human Rights Act 1998  

• The Public Interest Disclosure Act 1998 

 

• Public Interest Disclosure Act 2013  

• GDPR Guidance  

• Data Protection Act 2018  

• Framework for the Assessment of Children in Need and Their Families  

• 2000 

• Every Child Matters Framework 2003 

• Children Acts 1989 and 2004 

• Working Together to Safeguard Children 2023 

• Homelessness Act 2002 

• What to do if You are Worried a Child is Being Abused 2015 

• The Safeguarding Vulnerable Groups Act 2006 (Independent 
Safeguarding Authority) 

• The Munro Review 2011 

• Safeguarding Children’s Partnership Guidelines and Procedures 
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• Local Safeguarding Adults Boards’ Guidelines and Procedures 

• Child Exploitation and Online Protection Centre (CEOP)- The Way 
forward 

• 2010 

• The Protection of Freedoms Act 2012 (DBS) 

• Human Rights Act 1998 

• The Care Act 2014 

• The Equality Act 2010 

• United Nations Convention of the Rights of the Child 

 

• We are With You  

• Health & Social Care Act 2012 

• UK GDPR 2018 (article 6 c) d) f) article 9 h)) 

• DPA 2018 (schedule 1, Part 1, 2, (2) d)) 

 

This list is not exhaustive. 

 
5. Information Disclosure and Exchange 

5.1 General principles 
 

Ensuring that personal information is protected against accidental or unlawful 
destruction, loss, alteration, unauthorised disclosure or access is the sixth 
principle of the UK General Data Protection Regulations (GDPR).  Article 32 of 
the UK GDPR requires organisations to put in place appropriate technical and 
organisational measures to ensure a level of security.  

 
The ISO27001 provides a framework for security arrangements, the Cyber 
Essentials Scheme has been developed by Government and industry to provide 
a clear statement of the basis controls all organisations should implement.  
Partners should ensure they have appropriate security in place and 
arrangements to monitor these.  

 
A key issue, especially for electronic documentation, is the consistent use of 
encryption and secure information exchange. Unguarded exchange of personal 
information may not only infringe the rights of the individual subject or others that 
may be identifiable from the information, but also compromise the organisations 
sharing information or jeopardise any proceedings or legal measures based 
upon that information. 

 
Information should not be processed on personal devices such as smartphones, 
tablets and laptops.  Any staff who hold information on a portable device (e.g. 
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laptop, USB stick) must ensure that the device is owned by their organisation, 
that it is password protected to comply with the standards of their own 
organisations procedures and that it uses the approved encryption software of 
their respective organisation. 

 
Partners processing information under this agreement are responsible for 
ensuring that laptops, drives or removable electronic media containing personal 
information used for remote working are encrypted, and have Home Office 
approved levels of security.  To comply with national guidance encryption should 
be at least 256 bit.  

With respect to third party suppliers, recent Home Office guidance suggests that: 

a) No unencrypted laptops or drives or removable electronic media containing 
personal information should be taken outside secure office premises. 

 
b) No transferring of any protected personal information from Home Office 

approved systems to third party suppliers owned laptops, PCs, USB keys, 
external drives and any other electronic media is permitted.   

5.2 Law Enforcement Processing 
 

The DPA 2018 transposes the EU Data Protection Directive 2016/680 (Law 
Enforcement Directive) into domestic UK law.  The Directive complements the 
UK General Data Protection Regulation (GDPR) and Part 3 of the DPA 2018 
sets out the requirements for the processing of personal data for criminal ‘law 
enforcement purposes’. 
 
The ICO has produced a detailed Guide to Law Enforcement Processing | ICO 

 
Part 3 applies if you process personal data for ‘law enforcement purposes’, 
although it is unlikely to apply to all processing that you do.  It covers processing 
for the prevention, investigation, detection or prosecution of criminal offences, 
or the execution of criminal penalties, including the safeguarding against and 
the prevention of threats to public security. 
 

5.3 Protective Marking 
 

Protective marking refers to the process of labelling information with its 
classification. Each partner organisation should ensure any information shared is 
appropriately marked in line with the organisations classification policy and 
procedures. 

5.4 Orcuma FiRST 
 

The ‘Orcuma FiRST’ database has been commissioned by Darlington Council and 
is used to gain an understanding of emerging problems and hotspot areas where 
problems occur. Data is drawn from Police, Fire and Rescue and the Council to 
generate collective information.  This data provides the foundation of the problem-
solving process and: 

 
– Provides an evidence base for priorities 
– Informs the MAPS meetings and points to key taskings 

https://ico.org.uk/for-organisations/law-enforcement/guide-to-le-processing/
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– Identifies existing and emerging problems/ trends 
– Provides information to task agencies to conduct further research 
– Provides a means to monitor accountability 
– Facilitates the improved evaluation of Time Limited projects (TLPs). 

 
Access to this data is managed and controlled and staff must hold an 
Orcuma licence to access. 

 
5.5 Multi-Agency Problem-Solving Groups (MAPS) 
 

Area based MAPS consist of relevant agencies brought together to address 
community safety issues.  As well as using anonymised information to analyse 
current trends and hotspot locations, these groups discuss and agree action to 
reduce the negative effect that problem individuals and families associated with 
antisocial behaviour or criminality have on the wider community.  Examples of 
issues dealt with include persistent criminal or anti-social behaviour, race/hate 
crime, misuse of alcohol or drugs and vulnerable people, e.g. street drinkers or 
the homeless.  

 
5.6 Domestic Homicide Review and Firearms Licensing Information Exchange  

 
Overall responsibility for establishing a Domestic Homicide Review rests with the 
local Community Safety Partnership as they are ideally placed to initiate a DHR 
and review panel due to their multi-agency design. 
 
There is a procedure for the conduct of Domestic Homicide Reviews within 
County Durham and Darlington, which includes processes for consent to be 
sought from family and friends for the sharing of relevant information for both the 
victim and the perpetrator/suspect. 

 
The multi-agency Domestic Homicide Review Group, supported by the Home 
Office and HM Coroner Durham, endorsed the exchange of information between 
Durham Constabulary, Darlington Borough Council’s Children and Adults 
Services, General Practitioners and NHS.  
 
Materially relevant information and evidence to support, refuse and/or revoke 
firearm/shotgun licence(s) will be sought after a firearms/shotgun certificate 
holder has come to the attention of Durham Constabulary police due to: 

 
a) Domestic abuse; 

 
b) Any other safeguarding issues or concerns involving a certificate holder’s 

partner and/or children; 
 

c) Mental health; and, 
 

d) Substance misuse. 
 
5.7 Integrated Offender Management 
 

Integrated Offender Management (IOM) approaches young and adult target 
offenders in the community (both those on statutory supervision and those who 
are not) who present the highest risks to their communities, especially those 
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short sentence offenders released from prison under no statutory supervision 
(including Priority and Prolific Offenders).  It seeks to build on the work already 
done to ‘prevent and deter’ and ‘catch and convict’ offenders by enhancing work 
done to ‘rehabilitate and resettle’ them. 
 
The strength of IOM is to manage offenders in the community through multi-
agency approaches, ensuring offenders are assisted in their rehabilitation 
through positive support, but also to ensure that deterrent, sanctions and 
enforcement measures are quickly activated for those offenders that do no not 
comply.  

5.8 Force Threat and Risk Assessment 
 

As part of the Police Intelligence structures, on a monthly basis Officers of 
Darlington Borough Council receive a copy of the Force Threat and Risk 
document via secure email from Durham Constabulary, which contains special 
category personal data and personal data relating to criminal convictions and 
offences regarding offenders and victims.   
 
Recipients of this document must manage its storage, retention and destruction 
in line with the principles set out in Appendix 3 of this protocol. 

5.9 Channel and the Prevent Strategy 
 

Implementing the Prevent strategy, which aims to stop people being drawn into 
terrorist related activity, involves statutory partners outside of this ISP.  A 
Memorandum of Understanding has been developed for Prevent activity, which 
outlines the justification for sharing information and covers all partners within the 
Silver Contest Group. Referral processes are in place for personal data to be 
shared with Durham Constabulary for assessment. 

 
Where the police assess the individual as requiring a referral to the Channel 
Programme, Darlington Borough Council has a statutory duty to ensure that a 
Panel is in place to assess the extent to which identified individuals are 
vulnerable to being drawn into terrorism and developing an appropriate support 
plan.  The Channel Panel is dependent on the co-operation and co-ordinated 
activity of partners to ensure that those vulnerable to radicalisation receive 
support before they are exploited by those that would want them to embrace 
terrorism or engage in criminal terrorist related activity.  Consent is required from 
the individual (and/or parent) to engage with the Channel Panel.  Information on 
how the Channel Panel uses personal data is available.  An information sharing 
agreement is signed by all participating agencies attending the Channel Panel.  
 
The multi-agency involvement in the Channel process is essential to ensure that 
vulnerable individuals have access to a wide range of support, from access to 
specific services provided by local authorities to diversionary activities.  
Information sharing is an essential part of the process to determine whether an 
individual requires support, and if so, what that should consist of. 
 
Tension Monitoring Reports are used to gain an understanding of the impact that 
tensions and conflict may have on our local communities.  There is significant 
value to be gained from Tension Monitoring across partner agencies.  
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5.10 Operation Encompass 
 

Data on Domestic Abuse is shared between partners to build a picture of the 
prevalence and nature of domestic abuse in Darlington in respect of victims and 
perpetrators.  

 
Operation Encompass provides a process for notifying a designated Key Adult 
within schools when a student was present in a household at the time when an 
incident of domestic abuse was recorded as having taken place. 

 
The school can then provide immediate appropriate level support to the child 
who may have been a victim or witness to the abuse, whilst in attendance at 
school.  

 
5.11 Home Fire Safety Visits 

 
Home Fire Safety Visits focus on vulnerable people and enhance prevention 
efforts through broadening the remit of fire safety visits to ‘Make Every Contact 
Count’ by identifying wider public health issues and referring people for support 
by partner organisations and the VCS. Lifestyle questionnaires are completed, 
and referrals made with consent from the individual. 

 
Data from these visits can be utilised for service planning and prevention activity. 
 

6. Security 

6.1 Secure information sharing 
 
Electronic exchange can be the most secure and auditable means of exchanging 
information provided this is done using suitably secure technology.  
 
Personal information should only be exchanged electronically using a secure 
and encrypted messaging system such as the Public Service Network (PSN) or 
Transport Layer Security.  Transport Layer Security (TLS)3 is a protocol which 
provides privacy between communicating applications and their users, or 
between communicating services.  When a server and client communicate, well-
configured TLS ensures that no third party can eavesdrop or tamper with any 
message.  
 
Information will be shared electronically in advance of the quarterly CSP meeting 
and the four priority group quarterly meetings by secure email.  
 

6.2 Secure information storage and retention 
 
Personal information must be held securely and managed effectively to ensure 
disposal once the specific purpose has been fulfilled.  Partners should ensure that 
they follow the principles of secure storage and retention policies of their own 
organisations.   
 
All records should be managed and reviewed to ensure that security is 
maintained and that nothing is retained longer than required for the specific 

 
4. https://www.ncsc.gov.uk/guidance/tls-external-facing-services 

https://www.ncsc.gov.uk/guidance/tls-external-facing-services
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purpose that led to its exchange.  Paper records should be disposed of in a 
confidential manner and electronic records should be deleted in accordance with 
the agencies retention and destruction policies.  
 

• Darlington Borough Council stores the data in Microsoft secure cloud 
services.  The Council’s ICT service is ISO27001 and PSN certified.  
The Council will retain records for 7 years from case closure or last 
action. 

• Durham Constabulary - Personal information held on our systems and 
in our files is secure and is accessed on a “need to know” basis by our 
staff, police officers, or data processors working on our behalf. PDS 
provide continuous assurance, via a SyAP process, to police forces in 
relation to the security of their systems.  Under the National College of 
Policing APP (Authorised Professional Practice) for Information 
Management (which incorporates the statutory MoPI Code of Practice 
and Guidance) Durham Constabulary will retain records for a minimum 
period of 6 years or 10 years from a clear period of inactivity.  A clear 
period as defined as the length of time since a person last came to the 
attention of the police. 

• The Probation Service – The information will be shared by electronic 
contact and face to face meetings (This can be completed virtually). 
The means of electronic contact will only be delivered by the relevant 
representatives and are therefore auditable. Electronic means will 
require to be secured in such a way to prevent unauthorised access.  
I.e. Bitlocker, Password, encryption.  Any face-to-face meeting will 
have to have the facilities to have minutes taken to ensure that 
auditable process takes place. This ensures that records are kept of 
what information is shared.  This in itself will have to be securely stored 
and transmitted.  It is preferred that electronic securable notes are 
taken at meetings as there is a greater risk of notes being lost.  The 
information will be stored by the way of electronic means.  This system 
will be secured by the way of access control & password access and 
necessary encryption where applicable.  The information will only be 
accessible by nominated and dedicated individuals within the named 
partnerships.  Written records are to be avoided where possible.  When 
written notes are made then these will require secure storage as 
appropriate to the GPMS scheme.  For Probation Service: Records and 
Information Management and Retention Policy PI02/2018. 

• County Durham and Darlington NHS Foundation Trust – as per DBC & 
CDDFT JDCA. 

• Tees, Esk and Wear Valleys NHS Foundation Trust - as per our local 
policies and guidance. Records will be retained in line with the Records 
Management Code of Practice 2021. 

• County Durham and Darlington Fire and Rescue Service. 

Most of our information comes directly from a member of the public, a family 
member, employer or representative, other public bodies such as the Police or 
Ambulance Service, using computer systems, paper records, telephone calls 
and emails. This can include information provided on an official form (online or 
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paper) and information that is recorded on CCTV cameras operating within 
CDDFRS sites and on firefighting vehicles. 

 
When we collect and process information, we do so according to UK data 
protection law.  This means we will be fair and transparent about the data we 
collect, and we will keep your information safe.  We collect your personal 
information to allow us to carry out our various business functions. 

 

• NHS North East and North Cumbria Integrated Care Board 

The ICB has a suite of IG and IT policies which all staff follow.  Information is 
stored on a secure network drive with appropriate access controls provided by 
our IT provider, North of England CSU.  Records are managed and retained in 
line with the Records Management Code of Practice 2021. 
 

• 700 Club 

 
Hard copy personal information is kept in a locked filing cabinet, drawer, or safe. 

 
Employees are aware of their roles and responsibilities when their role involves 
the processing of data.  All employees are instructed to store files or written 
information of a confidential nature in a secure manner so that are only accessed 
by people who have a need and a right to access them and to ensure that 
screen locks are implemented on all PCs, laptops etc when unattended.  No files 
or written information of a confidential nature are left where they can be read by 
unauthorised people. 
 
Where data is computerised, it is coded, encrypted or password protected both 
on a local hard drive and on a network drive that is regularly backed up.  Where 
a copy is kept on removable storage media, that media must itself be kept in a 
locked filing cabinet, drawer, or safe. 
 
Employees always use the passwords provided to access the computer system 
and not share them with any third party. 
 
Personal data is not kept or transported on laptops, USB sticks, or similar 
devices, unless prior authorisation from the data controller has been 
received.  Where personal data is recorded on any such device it is protected 
by:  
 
a) Ensuring that data is recorded on such devices only where absolutely 

necessary. 
 

b) Using an encrypted system - a folder should be created to store the files that 
need extra protection and all files created or moved to this folder should be 
automatically encrypted. 

 
c) Ensuring that laptops or USB drives are not left where they can be stolen. 

 
Failure to follow the Company’s rules on data security are addressed through the 
Company’s disciplinary procedure.  Sanctions up to dismissal, with or without 
notice, may arise, depending on the severity of the failure. 
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• Harbour Domestic Abuse Support Service - 

Have a case management system in place only authorised staff members have 
access to the system.  Full training is given and all staff sign a confidentiality 
agreement on the first day of their employment.  Harbour is committed to 
maintaining the highest standards of confidentiality in all of its work in order to 
ensure the safety and well-being of service users and staff.  Breaches of 
confidentiality can have serious consequences and could therefore result in 
disciplinary action.  Harbour is also committed to safeguarding the rights of 
service users and staff to access information which is held about them.  In 
fulfilling both of these aims, Harbour will work within the requirements of the 
following legislation: 
 

• General Data Protection Regulations Act 2018 

• The Human Rights Act 1998 

• The Public Interest Disclosure Act 1998  

• Office of the Durham Police, Crime and Victims’ Commissioner  

The OPCC will retain records in compliance with the prevailing legislation and 
this is set out in the Office of the Durham Police & Crime Commissioner Record 
Retention & Disposal Policy and supporting schedule detailing the record stored, 
the retention period, disposal action, and the legal, regulatory or other reason for 
retention and/or disposal 
 

• We are With You 

Personal information is held in our secure case management system (CMS) 
compliant with ISO27001, in accordance with local policies and guidance.  
Records will be retained in line with the Records Management Code of Practice 
2021. Laptops are managed by a remote system and are configured so that only 
approved removable storage media can be used. 

6.3 Accuracy of Information Being Shared 
 

All partners will take reasonable steps to ensure any data shared is accurate in 
detail. 
 
Refer to Multi Agency Information Sharing Protocol where inaccurate data is 
identified by signatories to the agreement. 

 
7. Indemnity 

Home Office guidelines state that:  
 

“As protocols are not legally-binding documents, it is wrong to assume that 
mention of indemnity clauses in any protocol would place all signatories beyond 
legal challenge, following a breach or disclosure of certain sensitive information.” 
 
In line with this guidance an indemnity clause has not been included in this 
document and all issues should be resolved on a case-by-case basis. 
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8. Information breaches 

Breaches of this protocol, complaints and incidents should be dealt with by 
utilising signatories’ own organisations’ established policies and procedures for 
incident management and complaints made in relation to any legislation in 
connection with information exchange. 
 
At all events, parties must follow the guidance of the Information Commissioner’ 
Office on personal data breaches (see https://ico.org.uk/for-organisations/guide-
to-the-general-data-protection-regulation-gdpr/personal-data-breaches/).  All 
reportable incidents must be reported to the Information Commissioner’s Office 
within 72 hours. 

 
Where data breach occurs that involves staff from any organisation who is a 
signatory to this agreement, it is essential that the details of the breach are 
reported to the Data Protection Officer at the organisation where the data breach 
occurred immediately. 
 
Each organisation should follow their own Incident Management or Data Breach 
process as required. 

 
The source agency will share a summary incident investigation report with the 
relevant partners.  The lessons learnt from that summary report should become 
the source of a review of the ISP to ensure mitigation can be implemented in 
case of similar incidents in future. 
 

9. Service User Considerations 

9.1 Transparency 
 

Each partner organisation will provide data subjects with a privacy notice as 
required by Articles13 and 14 UK GDPR unless an exemption from the fair 
processing obligations applies. 

 

• Darlington Borough Council’s Privacy Notice 

www.darlington.gov.uk/privacy 

 

• Durham Constabulary Privacy. Privacy notice | Durham Constabulary 

 

• Probation Service – NPS-Privacy-Notice.pdf  

 

• County Durham and Darlington NHS Foundation Trust - Privacy Notice 

:: County Durham and Darlington NHS Foundation Trust 

 

• Tees, Esk and Wear Valleys NHS Foundation Trust – Privacy notice - 

Tees Esk and Wear Valley NHS Foundation Trust (tewv.nhs.uk) 

 

• Office of the Durham Police, Crime and Victims’ Commissioner - 

www.durham-pcc.gov.uk/privacy-policy 

 

https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/personal-data-breaches/
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/personal-data-breaches/
http://www.darlington.gov.uk/privacy
https://www.durham.police.uk/hyg/fpndurham/privacy-notice/#:~:text=This%20privacy%20notice%20explains%20how%20Durham%20Constabulary%20processes,have%20in%20relation%20to%20the%20data%20we%20process.
https://eur03.safelinks.protection.outlook.com/?url=https%3A%2F%2Fassets.publishing.service.gov.uk%2Fmedia%2F60b7d1a0e90e07438a92dd4b%2FNPS-Privacy-Notice.pdf&data=05%7C02%7CChris.Knox%40darlington.gov.uk%7Cf8908437630d49b1d12c08dd9d0b8890%7Cc947251d81c44c9b995df3d3b7a048c7%7C0%7C0%7C638839395780284448%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=zu4vqCFxzGVa%2BW3ecPn1KRQ8G6hzhmZsis6Dw8tBnv4%3D&reserved=0
https://www.cddft.nhs.uk/privacy-notices
https://www.cddft.nhs.uk/privacy-notices
https://www.tewv.nhs.uk/about/publications/privacy-notice/
https://www.tewv.nhs.uk/about/publications/privacy-notice/


 

 24 

 
This document was classified as: OFFICIAL  

• County Durham and Darlington Fire and Rescue Service - Data 

Protection and Privacy Information | County Durham and Darlington 

Fire and Rescue Service (ddfire.gov.uk) 

 

• NHS North East and North Cumbria Integrated Care Board 

Privacy Notice | North East and North Cumbria NHS 

(northeastnorthcumbria.nhs.uk) 

 

• 700 Club:-  

 

‘Whilst you are working with 700 Club, we will hold the following information about you. 
The information is required to help us support you the best we can. 
 
personal details such as name, address, phone numbers 
Next of kin name and contact details 
information gathered via the support process such as that contained in a support plan. 
details relating to finance, benefits, etc. 
medical or health information, including infectious or blood born conditions  
information relating to criminal activity 
risk assessments and risks posed 
sensitive/ special data including ethnicity, sexual orientation, trade union membership, 
 
The information is always kept in a safe, secure location and will only ever be viewed 
by those members of staff authorised to do so. We will also keep the information for 
6 years after you leave; this is to enable us to provide any support required in that 
time and to help you with any future benefit claims.  After 6 years, your information 
will be destroyed. 
 
Under the EU General Data Protection Regulations, we have to acquire your 
permission to share any of your personal details with other appropriate support 
agencies, including benefit agencies and police. (for further details on other 
appropriate agencies, please discuss with your key worker). 
 
Any landlord references given will always be shown to you before the reference is sent 
to the landlord. 
 
 
Name: ………………………………………………………………… 
 
I give permission for any support worker employed by the 700 Club to exchange 
information with, and obtain information regarding myself from other appropriate 
agencies whilst I am working with the 700 Club and for up to 6 years after me leaving 
their services. 
 
I understand that the information disclosed will be relevant and shared securely. 
 
 
 
Client Signature:…………………………………………… Date…………. 
 
 

https://eur03.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.ddfire.gov.uk%2Fdata-protection-and-privacy-information&data=05%7C01%7CDarren.Ellis%40darlington.gov.uk%7C39b1b28a51db442600a908dba2486e26%7Cc947251d81c44c9b995df3d3b7a048c7%7C0%7C0%7C638282204214304354%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=M9DA%2BUrbPrOU2BOc5ed0%2Blgz05Sh5Wgc5ovPIO%2B7%2F%2BQ%3D&reserved=0
https://eur03.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.ddfire.gov.uk%2Fdata-protection-and-privacy-information&data=05%7C01%7CDarren.Ellis%40darlington.gov.uk%7C39b1b28a51db442600a908dba2486e26%7Cc947251d81c44c9b995df3d3b7a048c7%7C0%7C0%7C638282204214304354%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=M9DA%2BUrbPrOU2BOc5ed0%2Blgz05Sh5Wgc5ovPIO%2B7%2F%2BQ%3D&reserved=0
https://eur03.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.ddfire.gov.uk%2Fdata-protection-and-privacy-information&data=05%7C01%7CDarren.Ellis%40darlington.gov.uk%7C39b1b28a51db442600a908dba2486e26%7Cc947251d81c44c9b995df3d3b7a048c7%7C0%7C0%7C638282204214304354%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=M9DA%2BUrbPrOU2BOc5ed0%2Blgz05Sh5Wgc5ovPIO%2B7%2F%2BQ%3D&reserved=0
https://northeastnorthcumbria.nhs.uk/about-us/corporate-information/privacy-notice/
https://northeastnorthcumbria.nhs.uk/about-us/corporate-information/privacy-notice/
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Witnessed by:                        ……………………………. Date…………. 
On behalf of 700 Club 
 

• Harbour Domestic Abuse Support Service – In line with Harbours 
Policy Confidentiality & Access to information. Documents can be 
provided on request. 
 

• We are With You - https://www.wearewithyou.org.uk/privacy/ 

9.2 Data Privacy Impact Assessment 
 

No data privacy impact assessment (DPIA) has been completed in relation to 
this processing. 

 
9.3 Rights 
 

Each organisation will follow their own procedures when Data Subjects exercise 
their Rights.  This includes access to their personal data, right to rectification, the 
right to object and the right to erasure, etc.  Where there are implications for 
more than one organisations then this will be subject to consultation and 
agreement by those organisations. 

 
If an agency receives a subject access application, they need to consider 
whether the information can be provided, or whether an exemption under the 
Data Protection Act needs to be applied. 

 
The exemption most likely to apply in the context of this protocol is where 
disclosure would be likely to prejudice the prevention or detection of crime or the 
apprehension or prosecution of offenders.4 

 
The principal exception is where a controller cannot comply with a request 
without disclosing information relating to a third party the Data Controller is not 
obliged to comply with the request unless: 

 

• The other individual has consented in writing to the disclosure of the 
information to the person making the request, or; 
 

• It is reasonable in all the circumstances to comply with the request without 
the consent of the other individual. 

All agencies need to co-operate speedily to ensure that requests are met within 
the one calendar month statutory time period set out in the Data Protection Act.  
The final decision to release the information rests with the agency that the 
information has been requested from in line with Data Protection regulations. 
 
At all events, parties must follow the guidance of the Information Commissioner’s 
Office on subject access and the other data subject rights (see 
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-
regulation-gdpr/individual-rights/)  

 

 
4 DPA 2018, Schedule 2, Part 1, Paragraph 2 

https://www.wearewithyou.org.uk/privacy/
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/individual-rights/
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/individual-rights/
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10. Review 

This Information Sharing Protocol is owned by Darlington Community Safety 
Partnership.  
 
The commencement date of this protocol will be 1 April 2023.  This Agreement 
will be reviewed every two years or sooner if relevant developments or issues 
dictate.  The first review will be undertaken 12 months after the above 
commencement date. 
 
Details of the review team are included at Appendix 5 of this document. 
 
An Information Sharing Agreement should be signed by the responsible person 
for that organisation.  A copy of this agreement is included at Appendix 6.  The 
agreement confirms that each signatory will ensure that the protocol is fully 
implemented within their organisation. 
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Appendix 1 

Datasets specified under the Police and Justice Act 2006 

Organisation Datasets (for the area) 

Police 

1. Records on anti-social behaviour, transport and public safety/welfare incidents recorded 
according to the National Incident Category List. Whatever information is recorded about the time, 
date, location and category of each incident must be disclosed. 
2. Crime records recorded according to the Notifiable Offences list. Whatever information is 
recorded about the time, date, location and sub-category of each crime must be disclosed. 

Fire and Rescue 
 

3. Records on deliberate fires, whether it was a deliberate primary fire (not in a vehicle), a 
deliberate secondary fire (not in a vehicle) or a deliberate fire in a vehicle.  In addition, records on 
incidents of violence against employees and records of fires attended in dwellings where no 
smoke alarm was fitted. For all these records, whatever information is recorded about the time, 
date and location of the fire must be shared. 
4. Records on malicious false alarms. Whatever information is recorded about the time and date 
of each call and the purported location of those alarms must be shared. 

Local Authority 

5. Records on road traffic collisions. Whatever information is recorded about the time, date, 
location and the number of adults and children killed, seriously injured and slightly injured in each 
road traffic collision must be shared. 
6. Records on fixed term and permanent school exclusions. Whatever information is held about 
the age and gender of the pupil, the name and address of the school from which they were 
excluded and the reasons for their exclusion must be shared. 
7. Records of racial incidents. Whatever information is held about the time, date and location of 
each incident must be shared. 
8. Records of anti-social behaviour incidents identified by the authority or reported by the public. 
Whatever information is held about the category, time, date and location of each incident must be 
shared. 

NHS 
 

9. Records on various categories of hospital admissions. The relevant admissions are those 
relating to the following blocks within the International Classification of Diseases: 
a) assault (X85-Y09); 
b) mental and behavioural disorders due to psychoactive substance use (F10-F19); 
c) toxic effect of alcohol (T51); and 
d) other entries where there is evidence of alcohol involvement determined by blood alcohol level 
(Y90) or evidence of alcohol involvement determined by level of intoxication (Y91).For each record, 
whatever information is held about the date of the admission, the sub-category of the admission 
and the outward part of the postcode (the first part of the postcode, before the space which 
separates it from the second part) of the patient’s address must be shared. 
10. Records of admissions to hospital in respect of domestic abuse. Whatever information is held 
about the date of the admission and the outward part of the postcode of the patient’s address must 
be shared. 
11. Numbers of mental illness outpatient first attendances and persons receiving drug 
treatment. 

Ambulance 
Service 

12. Records of ambulance call outs to crime and disorder incidents. Whatever information is held 
about the category, time, date and location of each ambulance call out must be shared. 

 
The Police and Justice Act 2006 specifically excludes any personal data from this duty to disclose. This 
means any information relating to an identified or identifiable natural person ('data subject'); an 
identifiable natural person is one who can be identified, directly or indirectly, in particular by reference 
to an identifier such as a name, an identification number, location data, an online identifier or to one or 
more factors specific to the physical, physiological, genetic, mental, economic, cultural or social identity 
of that natural person. Where an incident is recorded as a domestic incident, for example, sharing 
precise location information may, in some circumstances, be sufficient to identify a living individual. In 
such instances, the duty does not apply. Subject to complying with other legal obligations such as the 
common law of confidentiality for information from ambulance callouts, the authority may still choose to 
disclose this information to the other Section 115 relevant authorities, who should treat it as personal 
data. Alternatively, the authority may choose to share less specific location information so that the 
dataset contains exclusively depersonalised information. In the case of ambulance callouts, this should 
be the outward part of the postcode only. 
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Appendix 2 
 

Handling 
 

HANDLING CONTROLS - OFFICIAL 

Personnel Security 

Refer to the SPF Personnel Security 
paper for detailed guidance 

Minimum controls include:  
Appropriate recruitment checks  
Reinforce personal responsibility and duty of care through training  
‘Need to know’ for sensitive assets  

Physical Security 

Document handling  Clear desk / screen policy  
Consider proportionate measures to control and monitor access to more sensitive assets  

Storage  Storage under single barrier and / or lock and key  
Consider use of appropriate physical security equipment / furniture (see the CPNI 
‘Catalogue of Security Equipment’, CSE)  

Remote Working  
 

Ensure information cannot be inadvertently overlooked whilst being accessed remotely  
Store more sensitive assets under lock and key at remote locations  

Moving assets by hand 
 

Single cover  
Precautions against overlooking when working in transit  
Authorisation required for significant volume of records/files  

Moving assets by post / courier  
 

Include return address, never mark classification on envelope  
Consider double envelope for sensitive assets  
Consider using registered Royal Mail service or reputable commercial courier’s ‘track and 
trace’ service  

Moving assets overseas (by hand or 
post)  

Trusted hand under single cover  
Consider using reputable commercial courier’s ‘track and trace’ service  

Bulk Transfers  
(Volume thresholds may vary by 
organisation and should be defined 
in local policies)  

Local management approval, subject to departmental policy, appropriate risk assessment 
and movement plans  
 

Information Security 

Electronic Information at rest  
 

Electronic Information will be protected at rest by default. This may be appropriate physical 
protection (such as data at rest in a government data centre) or may involve Foundation 
Grade data at rest encryption when physical control isn’t guaranteed (such as on a laptop)  

Electronic Information in Transit  
 

Information in transit between Government or other trusted organisations will be via 
accredited shared infrastructure (such as PSN) or protected using Foundation Grade 
encryption  
Information may be emailed / shared unprotected to external partners / citizens, subject to 
local business policies and procedures  
Where more sensitive information must be shared with external partners (e.g. citizens), 
consider using secure mechanisms (e.g. browser sessions using SSL / TLS)  

ICT Services  
 

Different GCloud services will be suitable for different types of OFFICIAL information. Risk 
owners MUST read and understand any GCloud accreditation residual risk statements  
ICT services developed by a Department or delivery partner must follow the risk 
management processes as set out in HMG IA Standards IS1 and 2 and follow standard 
architectural approaches  
End user devices will conform to the security principles defined in the End User Device 
(EUD) Strategy: Security Framework and Controls  

 

 

 

HANDLING CONTROLS – OFFICIAL (cont.d) 

Removable Media (data bearing)  
 

The use of removable media will be minimised, and other approved information exchange 
mechanisms should be used where available in preference  
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Any information moved to or transferred by removable media must be minimised to the 
extent required to support the business requirement  
Any transfer of PID outside the organisation must be encrypted  

Telephony (mobile  
and landline) and video Conference  

Appropriate checks should be undertaken prior to establish the identity of the caller prior to 
disclosing any personal data over the phone 
 

Disclosure  
(Statutory disclosures are separate 
from the classification scheme and 
require case-by-case assessment)  

Much of the information in this domain is likely to be releasable unless an FOI exemption is 
in force, it is personal data subject to the Data Protection Act, or there is another statutory 
bar. 
Official Secrets Act (OSA) and criminal cases subject to damage tests.  
Where appropriate, non-sensitive information should be published for reuse.  

Archiving 

Transfer as open records wherever possible, at 20 years and in accordance with the Public Records Act  

Disposal/Destruction 

You should ensure you securely dispose of personal information and ICT equipment in line with your organisations policies and 
procedures.  You should keep a disposal register relating to any personal data you have deleted.  

Incident Reporting 

Local reporting arrangements  
Escalation to DPO and SIRO as appropriate for significant incidents  
ICO notified as appropriate  

Relevant ICO guidance should also be consulted. 
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Appendix 3 
 
The Darlington Community Safety Partnership Information Sharing Protocol underwent a full review in 
March 2023 by the below team. In April 2023 an interim review was conducted to update the authorised 
signatories in Appendix 4. 
 

Review Team 
 

Organisation Nominated Lead & Role Contact Details 

Durham 
Constabulary 

Leigh Davison, Head 
of Information Rights 
and Disclosure (Data 
Protection Manager) 

Leigh.davison@durham.police.uk 
 

Darlington 
Borough Council 

Lee Downey, 
Complaints and 
Information 
Governance Manager 

Lee.downey@darlington.gov.uk  

County Durham & 
Darlington Fire & 
Rescue Service 

Jon Bell, Information 
Services Manager  
 

Jon.Bell@ddfire.gov.uk 

North East 
Probation Service 

Karen Bruce 
Regional Information 
Security and 
Assurance Lead 

 karen.bruce1@justice.gov.uk 
 

County Durham & 
Darlington NHS 
Foundation Trust 
(ISP ref: 0133) 

Lisa Nattrass, Head of 
Data Security and 
Protection & Data 
Protection Officer 

l.nattrass@nhs.net 
 

NHS North East 
and North 
Cumbria 
Integrated Care 
Board 

Martin Short, ICB 
Director of Place 
(Darlington) 

Martin.short@nhs.net 

 

  

mailto:Leigh.davison@durham.police.uk
mailto:Le.downey@darlington.gov.uk
mailto:Jon.Bell@ddfire.gov.uk
mailto:karen.bruce1@justice.gov.uk
mailto:l.nattrass@nhs.net
mailto:Michael.houghton@nhs.net
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Appendix 4 

Authorised Signatories 
 

Community Safety Information Sharing Protocol 
 

Signatories to this agreement are: 

 

Signatory Name & Title Signature Date 

Durham 

Constabulary 

Jon McAdam, Assistant Chief 

Constable  

jon.mcadam@durham.police.uk 
 

09.05.25 

Office of the 

Durham Police 

& Crime & 

Victims 

Commissioner 

  

Andrea Petty, Chief Executive 

Andrea.Petty@durham-

pcc.gov.uk  

27.07.23 

Darlington 

Borough 

Council 

Rose Rouse, Chief Executive 

Rose.Rouse@darlington.gov.uk 
 

07.05.25 

County 

Durham & 

Darlington Fire 

& Rescue 

Service 

Steve Helps, Chief Fire Officer  

steve.helps@ddfire.gov.uk  
20/5/2025 

North East 

Probation 

Service 

Karen Blackburn, Head of 

County Durham & Darlington 

National Probation Service 

Karen.blackburn@justice.gov.uk 

 

 

 

29/05/202

5 

County 

Durham & 

Darlington 

NHS 

Foundation 

Trust 

Jeremy Cundall, Executive 

Medical Director (Caldicott 

Guardian)  
11.12.24 

Tees, Esk &  

Wear Valley 

NHS 

Foundation  

 

Trust 

Kedar Kale 

Kedar.kale2@nhs.net 

 

15.07.25 

NHS North 

East and North 

Cumbria 

Integrated 

Care Board 

Graham Evans, Executive Chief 

Digital and information officer 

dr.gevans@nhs.net 

  

 

12/05/25 

mailto:jon.mcadam@durham.police.uk
mailto:Andrea.Petty@durham-pcc.gov.uk
mailto:Andrea.Petty@durham-pcc.gov.uk
mailto:Rose.Rouse@darlington.gov.uk
mailto:steve.helps@ddfire.gov.uk
mailto:Karen.blackburn@justice.gov.uk
mailto:Kedar.kale2@nhs.net
mailto:dr.gevans@nhs.net
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This document was classified as: OFFICIAL  

 

We Are With 

You 

Alexandra Borghesi, Executive 

Director of Governance and 

Corporate Services, Company 

Secretary & Data Protection 

Officer 

data.protection@wearewithyou.o

rg.uk 

Alexandra Borghesi  
Alexandra Borghesi (Jun 2, 

2025 18:57 GMT+1) 

02/06/2025 

700 Club 
John Elliston 

john.elliston@700club.org.uk 

 

15/5/25 

Harbour 

Domestic 

Abuse Support 

Service  

Rachael Williamson, Service 

Manager, 

rachaelwilliamson@myharbour.o

rg.uk 

 
19/4/24 

mailto:data.protection@wearewithyou.org.uk
mailto:data.protection@wearewithyou.org.uk
mailto:john.elliston@700club.org.uk
mailto:rachaelwilliamson@myharbour.org.uk
mailto:rachaelwilliamson@myharbour.org.uk
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	1. Background and purpose of the protocol 
	This Information Sharing Protocol (ISP) is owned by Darlington Community Safety Partnership (CSP), and managed by Darlington Borough Council Community Safety on behalf of the partnership. 
	1.1 Background 
	The Information Commissioner’s Office (ICO) upholds information rights in the public interest, promoting openness by public bodies and data privacy for individuals and this protocol conforms to the Information Commissioners Office guidance.  
	1.2 Purpose 
	The purpose for sharing information within Darlington CSP is:  
	1
	1
	1 For the purposes of this protocol the term “information” will be used to include “data”, as defined in the Data Protection Act and “information” as defined in the Crime and Disorder Act and Police and Justice Act. 
	1 For the purposes of this protocol the term “information” will be used to include “data”, as defined in the Data Protection Act and “information” as defined in the Crime and Disorder Act and Police and Justice Act. 



	a)
	a)
	a)
	 Preventing crime and disorder, anti-social behaviour and substance misuse. 

	b)
	b)
	 Reducing crime and disorder, anti-social behaviour and substance misuse. 

	c)
	c)
	 Counter terrorism and prevention of violent extremism 

	d)
	d)
	 Apprehending and prosecuting offenders. 

	e)
	e)
	 Reducing re-offending. 

	f)
	f)
	 Enhancing community safety. 

	g)
	g)
	 Protecting vulnerable adults and children and supporting victims of domestic  abuse and sexual violence.  


	 
	The ISP seeks to: 
	 
	a)
	a)
	a)
	 Facilitate the secure exchange of personal data, including special category personal data, personal data relating to criminal convictions and offences and anonymised information between signatory agencies. 


	 
	b)
	b)
	b)
	 Govern the use and management of information by Darlington CSP for the purposes of developing and implementing partnership plans and tactics for crime and disorder reduction including anti-social and other behaviour adversely affecting the environment, tackling substance misuse and adult and youth offending. 


	 
	c)
	c)
	c)
	 Support the actions of Darlington CSP’s Multi-Agency Problem Solving Groups (MAPS) involved in tackling crime, anti-social behaviour and substance misuse. 


	 
	d)
	d)
	d)
	 Assist the work of the Youth Offending Service (YOS) in developing and delivering the Youth Justice Plan and working in partnership with other agencies in delivering the Youth Inclusion Programme and Youth Inclusion and Support Panels. 


	 
	e)
	e)
	e)
	 Support the development of secure information exchange in response to Integrated Offender Management (IOM) and Prolific and Priority Offender (PPO) schemes. 

	f)
	f)
	 Enable the exchange of personal information between agencies dealing with cases of vulnerability, domestic abuse and violence. 


	 
	g)
	g)
	g)
	 Enable partnership involvement in the police quarterly scanning and threat process through the secure sharing of locality scanning documents, the force-wide strategic threat assessment and involvement in the monthly police force threat and risk assessment. 


	 
	h)
	h)
	h)
	 Support information exchange for the purposes of community fire safety 


	 
	i)
	i)
	i)
	 Enable statutory authorities to more effectively meet their obligations under Section 17 of the 1998 Crime and Disorder Act and the amendments made by the Police and Justice Act 2006. 


	 
	j)
	j)
	j)
	 Ensure that the exchange of information, including by electronic means, is undertaken securely and safely. 


	 
	k)
	k)
	k)
	 Provide guidance on the storage, retrieval and disposal of information. 


	 
	This ISP may not supersede existing information sharing protocols, although partner agencies have agreed to operate under this ISP wherever possible.  Information exchange for Multi-Agency Public Protection Arrangements (MAPPA), Multi-Agency Risk Assessment Conferences (MARAC) and Safeguarding are excluded from this protocol.  
	 
	Agencies should ensure that they have effective data protection processes in place for responding effectively and safely to other requests for personal information that may be made by agencies in pursuit of their main business outside the areas covered by this protocol.  Although the principles on which this ISP is based will still apply, appropriate internal procedures should also be in place.   
	  
	2. Sharing Information 
	2.1 What is information sharing? 
	Information sharing involves an exchange of information between one or more individuals or agencies. 
	2.2 Why share information? 
	“Information sharing is the cornerstone of delivering shared understanding of issues and arriving at shared solutions…The right information enables partners to carry out evidence-based, targeted community safety interventions and to evaluate their impact.  The improved outcome of an intelligence led, problem solving approach to community safety can only be achieved when partners have access to relevant, robust and up-to-date information from a broad range of sources.” 
	 
	‘Delivering Safer Communities: A guide to effective partnership working’ Home Office (2007) 
	 
	Sharing information is fundamental to the success of any partnership plan to reduce crime and disorder, to promote community safety and tackle substance misuse.  The use of good quality information and intelligence is essential in identifying and limiting the activities of those committing crime and disorder and in tackling those problems that adversely affect community safety and quality of life, including anti-social and other behaviour adversely affecting the environment.  It can also help to develop eff
	 
	The more complete the picture of an individual’s circumstances – not just contact with police or other community safety agencies, but also knowledge of support already provided by agencies or social issues, family or life stresses – the more informed and effective any intervention agreed and delivered will be.   
	2.3 Benefits of information sharing 
	The benefits of sharing information are:  
	a)
	a)
	a)
	 Better informed decision making and joined up working. 


	 
	b)
	b)
	b)
	 Improved inter-agency relationships. 


	 
	c)
	c)
	c)
	 Better profiling of crime and disorder activity to enable the more effective targeting of resources. 


	 
	d)
	d)
	d)
	 A more joined up approach to providing protection to the public. 


	 
	e)
	e)
	e)
	 Regular monitoring and evaluation of community safety initiatives. 


	 
	f)
	f)
	f)
	 Reduction in crime and disorder. 


	  
	3. Definitions 
	3.1 Agencies involved in information sharing (Section 5 of Crime and Disorder Act) 
	 
	3.2 Responsible Authorities 
	 
	Responsible authorities are under a statutory duty to ensure that key agencies come together to work in partnership in a Community Safety Partnership (CSP).  Under Section 5(1) of the Crime and Disorder Act the following organisations are named as Responsible Authorities within Darlington’s Community Safety Partnership: 
	 
	a)
	a)
	a)
	 Darlington Borough Council. 


	 
	b)
	b)
	b)
	 Durham Constabulary. 


	 
	c)
	c)
	c)
	 County Durham and Darlington Fire & Rescue Service (as amended under the Police Reform Act 2002). 


	 
	d)
	d)
	d)
	 NHS North East and North Cumbria Integrated Care Board. 


	 
	e)
	e)
	e)
	 North East Probation Service. 


	 
	While the term ‘partnership’ is applied to all those who sit round the table, legally, the responsible authorities are the only bodies or agencies under the duty to meet the regulatory requirements. 
	 
	3.3 Who can be asked to co-operate? 
	 
	Co-operating bodies comprise of agencies that are important in supporting the development of strategic assessments and the implementation of partnership plans. Section 5(2)(c) of the Crime and Disorder Act provides details of persons or bodies required to co-operate with the Responsible Authorities in their exercise of the functions conferred by section 6 of that Act. 
	 
	Responsible Authorities are required to work in co-operation with parish councils, NHS Foundation Trusts, proprietors of independent schools and governing bodies of an institution within the further education sector.  
	 
	From July 2007, Registered Social Landlords (in England) were made co-operating bodies with the responsible authorities of community safety partnerships.  The Housing Act 2004 also amended Section 115 of the Crime and Disorder Act 1998 allowing the disclosure of information to Registered Social Landlords for the purposes associated with Section 1 of the Crime and Disorder Act which is in relation to anti-social behaviour.   
	 
	Responsible Authorities are also expected to invite a range of local private, voluntary, other public and community groups including the public to become involved in partnership activity.  Invitees asked to participate are drawn from agencies whose knowledge will assist CSP members to reduce crime and anti-social behaviour more effectively. 
	 
	Section 5(3) of the Crime and Disorder Act provides descriptions of persons or bodies, at least one of which must be invited by the Responsible Authorities to participate in the exercise of the functions conferred by section 6 of that Act (primarily the development and delivery of a partnership strategy for the reduction of crime and disorder and tackling drug abuse). 
	 
	3.4 Relevant Authorities for the purposes of Section 115 
	 
	The effect of Section 115 of the Crime and Disorder Act 1998 is to allow disclosure to a "relevant authority”.  Relevant authorities are defined as: 
	 
	a)
	a)
	a)
	 Police forces. 


	 
	b)
	b)
	b)
	 Local authorities (such as district, borough & county councils). 


	 
	c)
	c)
	c)
	 Probation Service. 


	 
	d)
	d)
	d)
	 Fire and rescue authorities. 


	 
	e)
	e)
	e)
	 Integrated Care Boards. 


	 
	f)
	f)
	f)
	 A person registered under Section 1 of the Housing Act 1996 as a social landlord (by virtue of Section 219 of the Housing Act 2004). 


	 
	3.5 Partners 
	 
	This ISP designates which agencies are able to share personal and depersonalised data for CSP activity:  
	 
	a)
	a)
	a)
	 Durham Constabulary. 

	b)
	b)
	 Darlington Borough Council (including the Youth Offending Service). 

	c)
	c)
	 County Durham and Darlington Fire and Rescue Service. 

	d)
	d)
	 NHS North-East and North Cumbria Integrated Care Board. 

	e)
	e)
	 We are With You. 

	f)
	f)
	 Probation Service. 

	g)
	g)
	 County Durham and Darlington NHS Foundation Trust. 

	h)
	h)
	 Tees, Esk and Wear Valleys NHS Foundation Trust. 

	i)
	i)
	 Office of the Durham Police and Crime Commissioner. 

	j)
	j)
	 700 Club. 

	k)
	k)
	 Harbour Domestic Abuse Support Service. 


	 
	3.6 Responsibilities of signatories 
	 
	It is the responsibility of signatories to ensure that: 
	 
	a)
	a)
	a)
	 They are correctly registered with the Information Commissioner for processing or controlling personal information. 


	 
	b)
	b)
	b)
	 The data protection principles are upheld. 


	 
	c)
	c)
	c)
	 Staff in their organisation receive appropriate data protection training.  Staff who handle/process personal data must be trained and continue to receive training. 


	 
	d)
	d)
	d)
	 The information shared is kept secure and confidential. 


	 
	e)
	e)
	e)
	 Information is accurate and up to date. 


	 
	f)
	f)
	f)
	 Professional ethical standards are maintained. 


	 
	g)
	g)
	g)
	 A mechanism exists by which the flow of information can be controlled and made secure ensuring integrity and confidentiality of the data. 


	 
	h)
	h)
	h)
	 Appropriate staff awareness raising is provided on this protocol. 


	 
	i)
	i)
	i)
	 Adequate arrangements exist to test adherence to the protocol. 


	 
	j)
	j)
	j)
	 Records are maintained of decisions to share or withhold information. 


	 
	k)
	k)
	k)
	 All instances of non-compliance and any breaches of the ISP are addressed. 


	 
	l)
	l)
	l)
	 Only the minimum amount of information necessary for the purpose is shared. 


	 
	The ISP should be signed by the Chief Officer or the Caldicott Guardian for each organisation.  All signatories must ensure that the protocol is fully implemented within their organisation and should develop procedures to ensure that all staff are aware of the issues around information sharing, and all Designated Officers are conversant with the ISP and their responsibilities. 
	 
	4. The legal framework for sharing and exchanging information 
	4.1 Sharing Information 
	What information is being shared  
	Personal data: 
	-
	-
	-
	 Name 

	-
	-
	 Identification number 

	-
	-
	 Address/Location data  

	-
	-
	 One or more factors specific to the:- 


	            physical  
	            physiological  
	            mental  
	            economic  
	            cultural  
	            social identity of that natural person. 
	 
	Special categories of personal data: 
	-
	-
	-
	 Racial or ethnic origin  

	-
	-
	 Political opinions  

	-
	-
	 Religious or philosophical beliefs  

	-
	-
	 Data concerning health  

	-
	-
	 Data concerning a natural person’s sex life or sexual orientation. 


	 
	The data is of a sensitive nature and will likely involve children. 
	 
	Criminal offence data. 
	 
	Sources of the information  
	 
	Service user, carers, partner agencies, Local Authority Services, NHS, Police, Probation Service, Fire and Rescue Services, and Third sector organisations. 
	 
	Legal basis for information sharing 
	 
	-
	-
	-
	 Darlington Borough Council are relying on: 


	UK GDPR Article 6 (1) (e) processing is necessary for the performance of a task carried out in the public interest or in the exercise of official authority vested in the controller. 
	 
	UK GDPR Article 9 (2) (g) processing is necessary for reasons of substantial public interest, on the basis domestic law which shall be proportionate to the aim pursued, respect the essence of the right to data protection and provide for suitable and specific measures to safeguard the fundamental rights and the interests of the data subject. 
	 
	UK GDPR gives additional protection to criminal offence data. Where you process criminal offence data you need both an Article 6 processing condition and the processing must either be: 
	•
	•
	•
	 Under the control of official authority – this will include public bodies which have certain obligations placed on them either under common law or by statute; or 

	•
	•
	 Authorised by domestic law. In order for this to be the case the organisation wishing to process the personal data will need to meet one of the conditions set out in Schedule 1 of the DPA 2018. 


	In this case Schedule 1, Part 2, Paragraphs 10 and 18 are met. 
	The legal gateway for this processing is contained in the following legislation.  
	 
	4.1.1 Crime and Disorder Act (1998) 
	Section 115 of the Crime and Disorder Act 1998 provides a legal basis (not a statutory duty) for data sharing with relevant authorities where it is necessary for fulfilling duties contained in the Act.  There is a wide range of activities in which the sharing of personal information is not only useful but legally permissible, particularly where decisions regarding particular interventions with individuals are being discussed.  This power however does not override other legal obligations such as compliance w
	 
	 
	4.1.2 Criminal Justice and Court Services Act (2000) 
	This Act provides for a specific duty for the Police and Probation Services to make joint arrangements for the assessment and management of the risks posed by sexual, violent and other offenders who may cause serious harm to the public.   
	 
	4.1.3 Police and Justice Act (2006) 
	This Act introduces a duty to share depersonalised information which is intended to increase the effectiveness of partnerships by ensuring that they have the necessary multi-agency data for identifying priorities, mapping trends and patterns in crime and disorder, and managing their performance.  This duty only applies when the authority holds the information, so it does not require the collection of any additional information. In each case, the duty applies to information relating to the partnership area a
	 
	The Police and Justice Act 2006 also places a statutory duty on the strategy group of all community safety partnerships to prepare an information sharing protocol.  The protocol must cover the sharing of information under the new duty to share specified depersonalised datasets and also any additional information sharing between the responsible authorities and other agencies named under Section 115 of the Crime and Disorder Act 1998, including personal data.  A statutory duty has also been placed on each res
	2
	2
	2 Statutory Instrument 2007/1830 part 4 (1) and (2) require the drafting of an Information  
	2 Statutory Instrument 2007/1830 part 4 (1) and (2) require the drafting of an Information  
	Sharing Protocol 



	 
	4.1.4 Other relevant Acts 
	Whilst the legislation highlighted in sections 4.1.1 to 4.1.3 above are the principal ones covering the exchange of information in respect of crime and disorder, there are a considerable number of other Acts that require or enable the sharing of information, including:  
	•
	•
	•
	 Children Act 1989 

	•
	•
	 Children Act 2004 

	•
	•
	 Domestic Violence Crime and Victims Act 2004 

	•
	•
	 Anti-Social Behaviour Act 2003 

	•
	•
	 Sexual Offences Act 2003 

	•
	•
	 Local Authority and Social Services Act 1970 (amended 2003) 

	•
	•
	 Housing Act 1996 

	•
	•
	 Housing Act 2004 

	•
	•
	 Police and Criminal Evidence Act 2001 

	•
	•
	 Anti-Social Behaviour, Crime and Policing Act 2014 

	•
	•
	 Fire and Rescue Services Act 2004 


	 
	•
	•
	•
	 Durham Constabulary 

	•
	•
	 The Police Act 1996 

	•
	•
	 The Police Reform and Social Responsibly Act 2011 

	•
	•
	 Common Law 

	•
	•
	 Probation Service 

	•
	•
	 Section 14 Offender Management Act 2007 

	•
	•
	 Article 6 (1)e UK GDPR- public task 

	•
	•
	 Article 9 (2)(g) UK GDPR 

	•
	•
	 Part 3 Data Protection Act 2018 

	•
	•
	 Section 38 Crime & Disorder Act 1998 

	•
	•
	 Working Together to Safeguard Children 2018 

	•
	•
	 Criminal Procedures and Investigations Act 1996 

	•
	•
	 Crime and Disorder Act 1998 

	•
	•
	 Criminal Justice Act 2003 

	•
	•
	 Mental Capacity Act 2005 

	•
	•
	 The Children Act 1989 

	•
	•
	 Children Act 2004 

	•
	•
	 Children and Social Work Act 2017 

	•
	•
	 Human Rights Act 2000 

	•
	•
	 Crime and Security Act 2010 


	 
	•
	•
	•
	 County Durham and Darlington NHS Foundation Trust –  

	•
	•
	 Children Act 1989 as amended 2004 

	•
	•
	 Mental Capacity Act 2005 

	•
	•
	 Health & Social Care Act 2012 

	•
	•
	 Care Act 2014 


	•
	•
	•
	 H&SC (Safe and Quality) Act 2015 

	•
	•
	 NHS Act 2006 

	•
	•
	 Human rights Act 1998 

	•
	•
	 Any other relevant Acts party to this protocol 

	•
	•
	 Tees, Esk and Wear Valleys NHS Foundation Trust 

	•
	•
	 Children Act 1989 as amended 2004 

	•
	•
	 Mental Capacity Act 2005 

	•
	•
	 Health & Social Care Act 2012 

	•
	•
	 Care Act 2014 

	•
	•
	 H&SC (Safe and Quality) Act 2015 

	•
	•
	 NHS Act 2006 

	•
	•
	 Human rights Act 1998 

	•
	•
	 Any other relevant Acts party to this protocol 

	•
	•
	 Office of the Durham Police and Crime Commissioner 

	•
	•
	 The Police Act 1996 

	•
	•
	 The Police Reform and Social Responsibly Act 2011 

	•
	•
	 Common Law 


	 
	•
	•
	•
	 County Durham and Darlington Fire and Rescue Service 

	•
	•
	 Fire and Rescue Services Act 2004 

	•
	•
	 Civil Contingencies Act 2004 

	•
	•
	 Regulatory Reform (Fire Safety) Order 2005 

	•
	•
	 Fire and Rescue Service (Emergencies)(England) Order 2007 

	•
	•
	 Localism Act 2011 

	•
	•
	 Police and Crime Act 2017 


	 
	•
	•
	•
	 NHS North East and North Cumbria Integrated Care Board 

	•
	•
	 Children Act 1989 as amended 2004  

	•
	•
	 Children and Families Act 2014) 

	•
	•
	 Mental Capacity Act 2005  


	•
	•
	•
	 Health & Social Care Act 2012  

	•
	•
	 Care Act 2014 

	•
	•
	 NHS Act 2006 

	•
	•
	 Human Rights Act 1998 

	•
	•
	 Freedom of Information Act 2000 

	•
	•
	 Provisions of the Civil Contingencies Act 2004 

	•
	•
	 Any other relevant Acts party to this protocol. 


	 
	•
	•
	•
	 700 Club 

	•
	•
	 The 700 Club fully endorse and adhere to the principles of the General Data Protection Regulation (GDPR) May 2018. 

	•
	•
	 Harbour Domestic Abuse Support Service 

	•
	•
	 General Data Protection Regulations Act 2018 

	•
	•
	 The Human Rights Act 1998  

	•
	•
	 The Public Interest Disclosure Act 1998 


	 
	•
	•
	•
	 Public Interest Disclosure Act 2013  

	•
	•
	 GDPR Guidance  

	•
	•
	 Data Protection Act 2018  

	•
	•
	 Framework for the Assessment of Children in Need and Their Families  

	•
	•
	 2000 

	•
	•
	 Every Child Matters Framework 2003 

	•
	•
	 Children Acts 1989 and 2004 

	•
	•
	 Working Together to Safeguard Children 2023 

	•
	•
	 Homelessness Act 2002 

	•
	•
	 What to do if You are Worried a Child is Being Abused 2015 

	•
	•
	 The Safeguarding Vulnerable Groups Act 2006 (Independent Safeguarding Authority) 

	•
	•
	 The Munro Review 2011 

	•
	•
	 Safeguarding Children’s Partnership Guidelines and Procedures 

	•
	•
	 Local Safeguarding Adults Boards’ Guidelines and Procedures 

	•
	•
	 Child Exploitation and Online Protection Centre (CEOP)- The Way forward 

	•
	•
	 2010 

	•
	•
	 The Protection of Freedoms Act 2012 (DBS) 

	•
	•
	 Human Rights Act 1998 

	•
	•
	 The Care Act 2014 

	•
	•
	 The Equality Act 2010 

	•
	•
	 United Nations Convention of the Rights of the Child 


	 
	•
	•
	•
	 We are With You  

	•
	•
	 Health & Social Care Act 2012 

	•
	•
	 UK GDPR 2018 (article 6 c) d) f) article 9 h)) 

	•
	•
	 DPA 2018 (schedule 1, Part 1, 2, (2) d)) 


	 
	This list is not exhaustive. 
	 
	5. Information Disclosure and Exchange 
	5.1 General principles 
	 
	Ensuring that personal information is protected against accidental or unlawful destruction, loss, alteration, unauthorised disclosure or access is the sixth principle of the UK General Data Protection Regulations (GDPR).  Article 32 of the UK GDPR requires organisations to put in place appropriate technical and organisational measures to ensure a level of security.  
	 
	The ISO27001 provides a framework for security arrangements, the Cyber Essentials Scheme has been developed by Government and industry to provide a clear statement of the basis controls all organisations should implement.  Partners should ensure they have appropriate security in place and arrangements to monitor these.  
	 
	A key issue, especially for electronic documentation, is the consistent use of encryption and secure information exchange. Unguarded exchange of personal information may not only infringe the rights of the individual subject or others that may be identifiable from the information, but also compromise the organisations sharing information or jeopardise any proceedings or legal measures based upon that information. 
	 
	Information should not be processed on personal devices such as smartphones, tablets and laptops.  Any staff who hold information on a portable device (e.g. 
	laptop, USB stick) must ensure that the device is owned by their organisation, that it is password protected to comply with the standards of their own organisations procedures and that it uses the approved encryption software of their respective organisation. 

	 
	Partners processing information under this agreement are responsible for ensuring that laptops, drives or removable electronic media containing personal information used for remote working are encrypted, and have Home Office approved levels of security.  To comply with national guidance encryption should be at least 256 bit.  
	With respect to third party suppliers, recent Home Office guidance suggests that: 
	a)
	a)
	a)
	 No unencrypted laptops or drives or removable electronic media containing personal information should be taken outside secure office premises. 


	 
	b)
	b)
	b)
	 No transferring of any protected personal information from Home Office approved systems to third party suppliers owned laptops, PCs, USB keys, external drives and any other electronic media is permitted.   
	–
	–
	–
	 Provides an evidence base for priorities 

	–
	–
	 Informs the MAPS meetings and points to key taskings 

	–
	–
	 Identifies existing and emerging problems/ trends 

	–
	–
	 Provides information to task agencies to conduct further research 

	–
	–
	 Provides a means to monitor accountability 

	–
	–
	 Facilitates the improved evaluation of Time Limited projects (TLPs). 





	5.2 Law Enforcement Processing  
	The DPA 2018 transposes the EU Data Protection Directive 2016/680 (Law Enforcement Directive) into domestic UK law.  The Directive complements the UK General Data Protection Regulation (GDPR) and Part 3 of the DPA 2018 sets out the requirements for the processing of personal data for criminal ‘law enforcement purposes’. 
	 
	The ICO has produced a detailed  
	Guide to Law Enforcement Processing | ICO
	Guide to Law Enforcement Processing | ICO


	 
	Part 3 applies if you process personal data for ‘law enforcement purposes’, although it is unlikely to apply to all processing that you do.  It covers processing for the prevention, investigation, detection or prosecution of criminal offences, or the execution of criminal penalties, including the safeguarding against and the prevention of threats to public security.  
	5.3 Protective Marking 
	 
	Protective marking refers to the process of labelling information with its classification. Each partner organisation should ensure any information shared is appropriately marked in line with the organisations classification policy and procedures. 
	5.4 Orcuma FiRST  
	The ‘Orcuma FiRST’ database has been commissioned by Darlington Council and is used to gain an understanding of emerging problems and hotspot areas where problems occur. Data is drawn from Police, Fire and Rescue and the Council to generate collective information.  This data provides the foundation of the problem-solving process and: 
	 
	 
	Access to this data is managed and controlled and staff must hold an Orcuma licence to access. 
	 
	5.5 Multi-Agency Problem-Solving Groups (MAPS) 
	 
	Area based MAPS consist of relevant agencies brought together to address community safety issues.  As well as using anonymised information to analyse current trends and hotspot locations, these groups discuss and agree action to reduce the negative effect that problem individuals and families associated with antisocial behaviour or criminality have on the wider community.  Examples of issues dealt with include persistent criminal or anti-social behaviour, race/hate crime, misuse of alcohol or drugs and vuln
	 
	5.6 Domestic Homicide Review and Firearms Licensing Information Exchange   
	Overall responsibility for establishing a Domestic Homicide Review rests with the local Community Safety Partnership as they are ideally placed to initiate a DHR and review panel due to their multi-agency design. 
	 
	There is a procedure for the conduct of Domestic Homicide Reviews within County Durham and Darlington, which includes processes for consent to be sought from family and friends for the sharing of relevant information for both the victim and the perpetrator/suspect. 
	 
	The multi-agency Domestic Homicide Review Group, supported by the Home Office and HM Coroner Durham, endorsed the exchange of information between Durham Constabulary, Darlington Borough Council’s Children and Adults Services, General Practitioners and NHS.  
	 
	Materially relevant information and evidence to support, refuse and/or revoke firearm/shotgun licence(s) will be sought after a firearms/shotgun certificate holder has come to the attention of Durham Constabulary police due to: 
	 
	a)
	a)
	a)
	 Domestic abuse; 


	 
	b)
	b)
	b)
	 Any other safeguarding issues or concerns involving a certificate holder’s partner and/or children; 


	 
	c)
	c)
	c)
	 Mental health; and, 


	 
	d)
	d)
	d)
	 Substance misuse. 


	 
	5.7 Integrated Offender Management 
	 
	Integrated Offender Management (IOM) approaches young and adult target offenders in the community (both those on statutory supervision and those who are not) who present the highest risks to their communities, especially those 
	short sentence offenders released from prison under no statutory supervision (including Priority and Prolific Offenders).  It seeks to build on the work already done to ‘prevent and deter’ and ‘catch and convict’ offenders by enhancing work done to ‘rehabilitate and resettle’ them. 

	 
	The strength of IOM is to manage offenders in the community through multi-agency approaches, ensuring offenders are assisted in their rehabilitation through positive support, but also to ensure that deterrent, sanctions and enforcement measures are quickly activated for those offenders that do no not comply.  
	5.8 Force Threat and Risk Assessment  
	As part of the Police Intelligence structures, on a monthly basis Officers of Darlington Borough Council receive a copy of the Force Threat and Risk document via secure email from Durham Constabulary, which contains special category personal data and personal data relating to criminal convictions and offences regarding offenders and victims.   
	 
	Recipients of this document must manage its storage, retention and destruction in line with the principles set out in Appendix 3 of this protocol. 
	5.9 Channel and the Prevent Strategy  
	Implementing the Prevent strategy, which aims to stop people being drawn into terrorist related activity, involves statutory partners outside of this ISP.  A Memorandum of Understanding has been developed for Prevent activity, which outlines the justification for sharing information and covers all partners within the Silver Contest Group. Referral processes are in place for personal data to be shared with Durham Constabulary for assessment. 
	 
	Where the police assess the individual as requiring a referral to the Channel Programme, Darlington Borough Council has a statutory duty to ensure that a Panel is in place to assess the extent to which identified individuals are vulnerable to being drawn into terrorism and developing an appropriate support plan.  The Channel Panel is dependent on the co-operation and co-ordinated activity of partners to ensure that those vulnerable to radicalisation receive support before they are exploited by those that wo
	 
	The multi-agency involvement in the Channel process is essential to ensure that vulnerable individuals have access to a wide range of support, from access to specific services provided by local authorities to diversionary activities.  Information sharing is an essential part of the process to determine whether an individual requires support, and if so, what that should consist of. 
	 
	Tension Monitoring Reports are used to gain an understanding of the impact that tensions and conflict may have on our local communities.  There is significant value to be gained from Tension Monitoring across partner agencies.  
	5.10 Operation Encompass  
	Data on Domestic Abuse is shared between partners to build a picture of the prevalence and nature of domestic abuse in Darlington in respect of victims and perpetrators.  
	 
	Operation Encompass provides a process for notifying a designated Key Adult within schools when a student was present in a household at the time when an incident of domestic abuse was recorded as having taken place. 
	 
	The school can then provide immediate appropriate level support to the child who may have been a victim or witness to the abuse, whilst in attendance at school.  
	 
	5.11 Home Fire Safety Visits 
	 
	Home Fire Safety Visits focus on vulnerable people and enhance prevention efforts through broadening the remit of fire safety visits to ‘Make Every Contact Count’ by identifying wider public health issues and referring people for support by partner organisations and the VCS. Lifestyle questionnaires are completed, and referrals made with consent from the individual. 
	 
	Data from these visits can be utilised for service planning and prevention activity.  
	6. Security 
	6.1 Secure information sharing 
	 
	Electronic exchange can be the most secure and auditable means of exchanging information provided this is done using suitably secure technology.  
	 
	Personal information should only be exchanged electronically using a secure and encrypted messaging system such as the Public Service Network (PSN) or Transport Layer Security.  Transport Layer Security (TLS) is a protocol which provides privacy between communicating applications and their users, or between communicating services.  When a server and client communicate, well-configured TLS ensures that no third party can eavesdrop or tamper with any message.  
	3
	3
	4.  
	4.  
	https://www.ncsc.gov.uk/guidance/tls-external-facing-services
	https://www.ncsc.gov.uk/guidance/tls-external-facing-services





	 
	Information will be shared electronically in advance of the quarterly CSP meeting and the four priority group quarterly meetings by secure email.  
	 
	6.2 Secure information storage and retention  
	Personal information must be held securely and managed effectively to ensure disposal once the specific purpose has been fulfilled.  Partners should ensure that they follow the principles of secure storage and retention policies of their own organisations.   
	 
	All records should be managed and reviewed to ensure that security is maintained and that nothing is retained longer than required for the specific 
	purpose that led to its exchange.  Paper records should be disposed of in a confidential manner and electronic records should be deleted in accordance with the agencies retention and destruction policies.  

	 
	•
	•
	•
	 Darlington Borough Council stores the data in Microsoft secure cloud services.  The Council’s ICT service is ISO27001 and PSN certified.  The Council will retain records for 7 years from case closure or last action. 

	•
	•
	 Durham Constabulary - Personal information held on our systems and in our files is secure and is accessed on a “need to know” basis by our staff, police officers, or data processors working on our behalf. PDS provide continuous assurance, via a SyAP process, to police forces in relation to the security of their systems.  Under the National College of Policing APP (Authorised Professional Practice) for Information Management (which incorporates the statutory MoPI Code of Practice and Guidance) Durham Consta

	•
	•
	 The Probation Service – The information will be shared by electronic contact and face to face meetings (This can be completed virtually). The means of electronic contact will only be delivered by the relevant representatives and are therefore auditable. Electronic means will require to be secured in such a way to prevent unauthorised access.  I.e. Bitlocker, Password, encryption.  Any face-to-face meeting will have to have the facilities to have minutes taken to ensure that auditable process takes place. T

	•
	•
	 County Durham and Darlington NHS Foundation Trust – as per DBC & CDDFT JDCA. 

	•
	•
	 Tees, Esk and Wear Valleys NHS Foundation Trust - as per our local policies and guidance. Records will be retained in line with the Records Management Code of Practice 2021. 

	•
	•
	 County Durham and Darlington Fire and Rescue Service. 


	Most of our information comes directly from a member of the public, a family member, employer or representative, other public bodies such as the Police or Ambulance Service, using computer systems, paper records, telephone calls and emails. This can include information provided on an official form (online or 
	Span
	paper) and information that is recorded on CCTV cameras operating within CDDFRS sites and on firefighting vehicles. 

	 
	When we collect and process information, we do so according to UK data protection law.  This means we will be fair and transparent about the data we collect, and we will keep your information safe.  We collect your personal information to allow us to carry out our various business functions. 
	 
	•
	•
	•
	 NHS North East and North Cumbria Integrated Care Board 


	The ICB has a suite of IG and IT policies which all staff follow.  Information is stored on a secure network drive with appropriate access controls provided by our IT provider, North of England CSU.  Records are managed and retained in line with the Records Management Code of Practice 2021. 
	 
	•
	•
	•
	 700 Club 


	 
	Hard copy personal information is kept in a locked filing cabinet, drawer, or safe. 
	 
	Employees are aware of their roles and responsibilities when their role involves the processing of data.  All employees are instructed to store files or written information of a confidential nature in a secure manner so that are only accessed by people who have a need and a right to access them and to ensure that screen locks are implemented on all PCs, laptops etc when unattended.  No files or written information of a confidential nature are left where they can be read by unauthorised people. 
	 
	Where data is computerised, it is coded, encrypted or password protected both on a local hard drive and on a network drive that is regularly backed up.  Where a copy is kept on removable storage media, that media must itself be kept in a locked filing cabinet, drawer, or safe. 
	 
	Employees always use the passwords provided to access the computer system and not share them with any third party. 
	 
	Personal data is not kept or transported on laptops, USB sticks, or similar devices, unless prior authorisation from the data controller has been received.  Where personal data is recorded on any such device it is protected by:  
	 
	a)
	a)
	a)
	 Ensuring that data is recorded on such devices only where absolutely necessary. 


	 
	b)
	b)
	b)
	 Using an encrypted system - a folder should be created to store the files that need extra protection and all files created or moved to this folder should be automatically encrypted. 


	 
	c)
	c)
	c)
	 Ensuring that laptops or USB drives are not left where they can be stolen. 


	 
	Failure to follow the Company’s rules on data security are addressed through the Company’s disciplinary procedure.  Sanctions up to dismissal, with or without notice, may arise, depending on the severity of the failure. 
	 
	•
	•
	•
	 Harbour Domestic Abuse Support Service - 


	Have a case management system in place only authorised staff members have access to the system.  Full training is given and all staff sign a confidentiality agreement on the first day of their employment.  Harbour is committed to maintaining the highest standards of confidentiality in all of its work in order to ensure the safety and well-being of service users and staff.  Breaches of confidentiality can have serious consequences and could therefore result in disciplinary action.  Harbour is also committed 
	•
	•
	•
	 General Data Protection Regulations Act 2018 

	•
	•
	 The Human Rights Act 1998 

	•
	•
	 The Public Interest Disclosure Act 1998  

	•
	•
	 Office of the Durham Police, Crime and Victims’ Commissioner  


	The OPCC will retain records in compliance with the prevailing legislation and this is set out in the Office of the Durham Police & Crime Commissioner Record Retention & Disposal Policy and supporting schedule detailing the record stored, the retention period, disposal action, and the legal, regulatory or other reason for retention and/or disposal 
	 
	•
	•
	•
	 We are With You 


	Personal information is held in our secure case management system (CMS) compliant with ISO27001, in accordance with local policies and guidance.  Records will be retained in line with the Records Management Code of Practice 2021. Laptops are managed by a remote system and are configured so that only approved removable storage media can be used. 
	6.3 Accuracy of Information Being Shared 
	 
	All partners will take reasonable steps to ensure any data shared is accurate in detail. 
	 
	Refer to Multi Agency Information Sharing Protocol where inaccurate data is identified by signatories to the agreement. 
	 
	7. Indemnity 
	Home Office guidelines state that:  
	 
	“As protocols are not legally-binding documents, it is wrong to assume that mention of indemnity clauses in any protocol would place all signatories beyond legal challenge, following a breach or disclosure of certain sensitive information.” 
	 
	In line with this guidance an indemnity clause has not been included in this document and all issues should be resolved on a case-by-case basis. 
	 
	8. Information breaches 
	Breaches of this protocol, complaints and incidents should be dealt with by utilising signatories’ own organisations’ established policies and procedures for incident management and complaints made in relation to any legislation in connection with information exchange. 
	 
	At all events, parties must follow the guidance of the Information Commissioner’ Office on personal data breaches (see ).  All reportable incidents must be reported to the Information Commissioner’s Office within 72 hours. 
	https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/personal-data-breaches/
	https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/personal-data-breaches/


	 
	Where data breach occurs that involves staff from any organisation who is a signatory to this agreement, it is essential that the details of the breach are reported to the Data Protection Officer at the organisation where the data breach occurred immediately. 
	 
	Each organisation should follow their own Incident Management or Data Breach process as required. 
	 
	The source agency will share a summary incident investigation report with the relevant partners.  The lessons learnt from that summary report should become the source of a review of the ISP to ensure mitigation can be implemented in case of similar incidents in future. 
	 
	9. Service User Considerations 
	9.1 Transparency 
	 
	Each partner organisation will provide data subjects with a privacy notice as required by Articles13 and 14 UK GDPR unless an exemption from the fair processing obligations applies. 
	 
	•
	•
	•
	 Darlington Borough Council’s Privacy Notice  
	www.darlington.gov.uk/privacy
	www.darlington.gov.uk/privacy




	 
	•
	•
	•
	 Durham Constabulary Privacy.  
	Privacy notice | Durham Constabulary
	Privacy notice | Durham Constabulary




	 
	•
	•
	•
	 Probation Service –   
	NPS-Privacy-Notice.pdf
	NPS-Privacy-Notice.pdf




	 
	•
	•
	•
	 County Durham and Darlington NHS Foundation Trust -  
	Privacy Notice :: County Durham and Darlington NHS Foundation Trust
	Privacy Notice :: County Durham and Darlington NHS Foundation Trust




	 
	•
	•
	•
	 Tees, Esk and Wear Valleys NHS Foundation Trust –  
	Privacy notice - Tees Esk and Wear Valley NHS Foundation Trust (tewv.nhs.uk)
	Privacy notice - Tees Esk and Wear Valley NHS Foundation Trust (tewv.nhs.uk)




	 
	•
	•
	•
	 Office of the Durham Police, Crime and Victims’ Commissioner - www.durham-pcc.gov.uk/privacy-policy 


	 
	•
	•
	•
	 County Durham and Darlington Fire and Rescue Service -   
	Data Protection and Privacy Information | County Durham and Darlington Fire and Rescue Service (ddfire.gov.uk)
	Data Protection and Privacy Information | County Durham and Darlington Fire and Rescue Service (ddfire.gov.uk)



	•
	•
	 NHS North East and North Cumbria Integrated Care Board   
	Privacy Notice | North East and North Cumbria NHS (northeastnorthcumbria.nhs.uk)
	Privacy Notice | North East and North Cumbria NHS (northeastnorthcumbria.nhs.uk)



	•
	•
	 700 Club:-  


	 
	‘Whilst you are working with 700 Club, we will hold the following information about you. The information is required to help us support you the best we can. 
	 
	personal details such as name, address, phone numbers 
	Next of kin name and contact details 
	information gathered via the support process such as that contained in a support plan. 
	details relating to finance, benefits, etc. 
	medical or health information, including infectious or blood born conditions  
	information relating to criminal activity 
	risk assessments and risks posed 
	sensitive/ special data including ethnicity, sexual orientation, trade union membership, 
	 
	The information is always kept in a safe, secure location and will only ever be viewed by those members of staff authorised to do so. We will also keep the information for 6 years after you leave; this is to enable us to provide any support required in that time and to help you with any future benefit claims.  After 6 years, your information will be destroyed. 
	 
	Under the EU General Data Protection Regulations, we have to acquire your permission to share any of your personal details with other appropriate support agencies, including benefit agencies and police. (for further details on other appropriate agencies, please discuss with your key worker). 
	 
	Any landlord references given will always be shown to you before the reference is sent to the landlord. 
	 
	 
	Name: ………………………………………………………………… 
	 
	I give permission for any support worker employed by the 700 Club to exchange information with, and obtain information regarding myself from other appropriate agencies whilst I am working with the 700 Club and for up to 6 years after me leaving their services. 
	 
	I understand that the information disclosed will be relevant and shared securely. 
	 
	 
	 
	Client Signature:…………………………………………… Date…………. 
	 
	 
	 
	Witnessed by:                        ……………………………. Date…………. 
	On behalf of 700 Club 
	 
	•
	•
	•
	 Harbour Domestic Abuse Support Service – In line with Harbours Policy Confidentiality & Access to information. Documents can be provided on request. 


	 
	•
	•
	•
	 We are With You -  
	https://www.wearewithyou.org.uk/privacy/
	https://www.wearewithyou.org.uk/privacy/




	9.2 Data Privacy Impact Assessment 
	 
	No data privacy impact assessment (DPIA) has been completed in relation to this processing. 
	 
	9.3 Rights 
	 
	Each organisation will follow their own procedures when Data Subjects exercise their Rights.  This includes access to their personal data, right to rectification, the right to object and the right to erasure, etc.  Where there are implications for more than one organisations then this will be subject to consultation and agreement by those organisations. 
	 
	If an agency receives a subject access application, they need to consider whether the information can be provided, or whether an exemption under the Data Protection Act needs to be applied. 
	 
	The exemption most likely to apply in the context of this protocol is where disclosure would be likely to prejudice the prevention or detection of crime or the apprehension or prosecution of offenders. 
	4
	4
	4 DPA 2018, Schedule 2, Part 1, Paragraph 2 
	4 DPA 2018, Schedule 2, Part 1, Paragraph 2 
	•
	•
	•
	 The other individual has consented in writing to the disclosure of the information to the person making the request, or; 
	•
	•
	•
	 It is reasonable in all the circumstances to comply with the request without the consent of the other individual. 








	 
	The principal exception is where a controller cannot comply with a request without disclosing information relating to a third party the Data Controller is not obliged to comply with the request unless: 
	 
	 
	All agencies need to co-operate speedily to ensure that requests are met within the one calendar month statutory time period set out in the Data Protection Act.  The final decision to release the information rests with the agency that the information has been requested from in line with Data Protection regulations. 
	 
	At all events, parties must follow the guidance of the Information Commissioner’s Office on subject access and the other data subject rights (see )  
	https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/individual-rights/
	https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/individual-rights/


	 
	10. Review 
	This Information Sharing Protocol is owned by Darlington Community Safety Partnership.  
	 
	The commencement date of this protocol will be 1 April 2023.  This Agreement will be reviewed every two years or sooner if relevant developments or issues dictate.  The first review will be undertaken 12 months after the above commencement date. 
	 
	Details of the review team are included at Appendix 5 of this document. 
	 
	An Information Sharing Agreement should be signed by the responsible person for that organisation.  A copy of this agreement is included at Appendix 6.  The agreement confirms that each signatory will ensure that the protocol is fully implemented within their organisation. 
	  
	Appendix 1 
	Datasets specified under the Police and Justice Act 2006 
	Organisation 
	Organisation 
	Organisation 
	Organisation 
	Organisation 

	Datasets (for the area) 
	Datasets (for the area) 



	Police 
	Police 
	Police 
	Police 

	1. Records on anti-social behaviour, transport and public safety/welfare incidents recorded according to the National Incident Category List. Whatever information is recorded about the time, date, location and category of each incident must be disclosed. 
	1. Records on anti-social behaviour, transport and public safety/welfare incidents recorded according to the National Incident Category List. Whatever information is recorded about the time, date, location and category of each incident must be disclosed. 
	2. Crime records recorded according to the Notifiable Offences list. Whatever information is recorded about the time, date, location and sub-category of each crime must be disclosed. 


	Fire and Rescue 
	Fire and Rescue 
	Fire and Rescue 
	 

	3. Records on deliberate fires, whether it was a deliberate primary fire (not in a vehicle), a deliberate secondary fire (not in a vehicle) or a deliberate fire in a vehicle.  In addition, records on incidents of violence against employees and records of fires attended in dwellings where no smoke alarm was fitted. For all these records, whatever information is recorded about the time, date and location of the fire must be shared. 
	3. Records on deliberate fires, whether it was a deliberate primary fire (not in a vehicle), a deliberate secondary fire (not in a vehicle) or a deliberate fire in a vehicle.  In addition, records on incidents of violence against employees and records of fires attended in dwellings where no smoke alarm was fitted. For all these records, whatever information is recorded about the time, date and location of the fire must be shared. 
	4. Records on malicious false alarms. Whatever information is recorded about the time and date of each call and the purported location of those alarms must be shared. 


	Local Authority 
	Local Authority 
	Local Authority 

	5. Records on road traffic collisions. Whatever information is recorded about the time, date, location and the number of adults and children killed, seriously injured and slightly injured in each road traffic collision must be shared. 
	5. Records on road traffic collisions. Whatever information is recorded about the time, date, location and the number of adults and children killed, seriously injured and slightly injured in each road traffic collision must be shared. 
	6. Records on fixed term and permanent school exclusions. Whatever information is held about the age and gender of the pupil, the name and address of the school from which they were excluded and the reasons for their exclusion must be shared. 
	7. Records of racial incidents. Whatever information is held about the time, date and location of each incident must be shared. 
	8. Records of anti-social behaviour incidents identified by the authority or reported by the public. Whatever information is held about the category, time, date and location of each incident must be shared. 


	NHS 
	NHS 
	NHS 
	 

	9. Records on various categories of hospital admissions. The relevant admissions are those relating to the following blocks within the International Classification of Diseases: 
	9. Records on various categories of hospital admissions. The relevant admissions are those relating to the following blocks within the International Classification of Diseases: 
	a) assault (X85-Y09); 
	b) mental and behavioural disorders due to psychoactive substance use (F10-F19); 
	c) toxic effect of alcohol (T51); and 
	d) other entries where there is evidence of alcohol involvement determined by blood alcohol level (Y90) or evidence of alcohol involvement determined by level of intoxication (Y91).For each record, whatever information is held about the date of the admission, the sub-category of the admission and the outward part of the postcode (the first part of the postcode, before the space which separates it from the second part) of the patient’s address must be shared. 
	10. Records of admissions to hospital in respect of domestic abuse. Whatever information is held about the date of the admission and the outward part of the postcode of the patient’s address must be shared. 
	11. Numbers of mental illness outpatient first attendances and persons receiving drug treatment. 


	Ambulance Service 
	Ambulance Service 
	Ambulance Service 

	12. Records of ambulance call outs to crime and disorder incidents. Whatever information is held about the category, time, date and location of each ambulance call out must be shared. 
	12. Records of ambulance call outs to crime and disorder incidents. Whatever information is held about the category, time, date and location of each ambulance call out must be shared. 




	 
	The Police and Justice Act 2006 specifically excludes any personal data from this duty to disclose. This means any information relating to an identified or identifiable natural person ('data subject'); an identifiable natural person is one who can be identified, directly or indirectly, in particular by reference to an identifier such as a name, an identification number, location data, an online identifier or to one or more factors specific to the physical, physiological, genetic, mental, economic, cultural 
	 
	Appendix 2 
	 
	Handling 
	 
	Refer to the SPF Personnel Security paper for detailed guidance 
	Minimum controls include:  
	Reinforce personal responsibility and duty of care through training  
	Document handling  
	Clear desk / screen policy  
	Storage  
	Storage under single barrier and / or lock and key  
	Remote Working  
	Ensure information cannot be inadvertently overlooked whilst being accessed remotely  
	Moving assets by hand 
	Single cover  
	Authorisation required for significant volume of records/files  
	Moving assets by post / courier  
	Include return address, never mark classification on envelope  
	Consider using registered Royal Mail service or reputable commercial courier’s ‘track and trace’ service  
	Moving assets overseas (by hand or post)  
	Trusted hand under single cover  
	Bulk Transfers  
	Local management approval, subject to departmental policy, appropriate risk assessment and movement plans  
	Electronic Information at rest  
	Electronic Information will be protected at rest by default. This may be appropriate physical protection (such as data at rest in a government data centre) or may involve Foundation Grade data at rest encryption when physical control isn’t guaranteed (such as on a laptop)  
	Electronic Information in Transit  
	Information in transit between Government or other trusted organisations will be via accredited shared infrastructure (such as PSN) or protected using Foundation Grade encryption  
	Where more sensitive information must be shared with external partners (e.g. citizens), consider using secure mechanisms (e.g. browser sessions using SSL / TLS)  
	ICT Services  
	Different GCloud services will be suitable for different types of OFFICIAL information. Risk owners MUST read and understand any GCloud accreditation residual risk statements  
	End user devices will conform to the security principles defined in the End User Device (EUD) Strategy: Security Framework and Controls  
	 
	 
	 
	HANDLING CONTROLS – OFFICIAL (cont.d) 
	HANDLING CONTROLS – OFFICIAL (cont.d) 
	HANDLING CONTROLS – OFFICIAL (cont.d) 
	HANDLING CONTROLS – OFFICIAL (cont.d) 
	HANDLING CONTROLS – OFFICIAL (cont.d) 


	Removable Media (data bearing)  
	Removable Media (data bearing)  
	Removable Media (data bearing)  
	 

	The use of removable media will be minimised, and other approved information exchange mechanisms should be used where available in preference  
	The use of removable media will be minimised, and other approved information exchange mechanisms should be used where available in preference  


	TR
	Any information moved to or transferred by removable media must be minimised to the extent required to support the business requirement  
	Any information moved to or transferred by removable media must be minimised to the extent required to support the business requirement  
	Any transfer of PID outside the organisation must be encrypted  


	Telephony (mobile  
	Telephony (mobile  
	Telephony (mobile  
	and landline) and video Conference  

	Appropriate checks should be undertaken prior to establish the identity of the caller prior to disclosing any personal data over the phone 
	Appropriate checks should be undertaken prior to establish the identity of the caller prior to disclosing any personal data over the phone 
	 


	Disclosure  
	Disclosure  
	Disclosure  
	(Statutory disclosures are separate from the classification scheme and require case-by-case assessment)  

	Much of the information in this domain is likely to be releasable unless an FOI exemption is in force, it is personal data subject to the Data Protection Act, or there is another statutory bar. 
	Much of the information in this domain is likely to be releasable unless an FOI exemption is in force, it is personal data subject to the Data Protection Act, or there is another statutory bar. 
	Official Secrets Act (OSA) and criminal cases subject to damage tests.  
	Where appropriate, non-sensitive information should be published for reuse.  


	Archiving 
	Archiving 
	Archiving 


	Transfer as open records wherever possible, at 20 years and in accordance with the Public Records Act  
	Transfer as open records wherever possible, at 20 years and in accordance with the Public Records Act  
	Transfer as open records wherever possible, at 20 years and in accordance with the Public Records Act  


	Disposal/Destruction 
	Disposal/Destruction 
	Disposal/Destruction 


	You should ensure you securely dispose of personal information and ICT equipment in line with your organisations policies and procedures.  You should keep a disposal register relating to any personal data you have deleted.  
	You should ensure you securely dispose of personal information and ICT equipment in line with your organisations policies and procedures.  You should keep a disposal register relating to any personal data you have deleted.  
	You should ensure you securely dispose of personal information and ICT equipment in line with your organisations policies and procedures.  You should keep a disposal register relating to any personal data you have deleted.  


	Incident Reporting 
	Incident Reporting 
	Incident Reporting 


	Local reporting arrangements  
	Local reporting arrangements  
	Local reporting arrangements  
	Escalation to DPO and SIRO as appropriate for significant incidents  
	ICO notified as appropriate  


	Relevant ICO guidance should also be consulted. 
	Relevant ICO guidance should also be consulted. 
	Relevant ICO guidance should also be consulted. 




	 
	  
	Appendix 3 
	 
	The Darlington Community Safety Partnership Information Sharing Protocol underwent a full review in March 2023 by the below team. In April 2023 an interim review was conducted to update the authorised signatories in Appendix 4. 
	 
	Review Team 
	 
	Organisation 
	Organisation 
	Organisation 
	Organisation 
	Organisation 

	Nominated Lead & Role 
	Nominated Lead & Role 

	Contact Details 
	Contact Details 



	Durham Constabulary 
	Durham Constabulary 
	Durham Constabulary 
	Durham Constabulary 

	Leigh Davison, Head of Information Rights and Disclosure (Data Protection Manager) 
	Leigh Davison, Head of Information Rights and Disclosure (Data Protection Manager) 

	 
	 
	Leigh.davison@durham.police.uk
	Leigh.davison@durham.police.uk


	 


	Darlington Borough Council 
	Darlington Borough Council 
	Darlington Borough Council 

	Lee Downey, Complaints and Information Governance Manager 
	Lee Downey, Complaints and Information Governance Manager 

	  
	  
	Lee.downey@darlington.gov.uk
	Lee.downey@darlington.gov.uk




	County Durham & Darlington Fire & Rescue Service 
	County Durham & Darlington Fire & Rescue Service 
	County Durham & Darlington Fire & Rescue Service 

	Jon Bell, Information Services Manager  
	Jon Bell, Information Services Manager  
	 

	 
	 
	Jon.Bell@ddfire.gov.uk
	Jon.Bell@ddfire.gov.uk




	North East Probation Service 
	North East Probation Service 
	North East Probation Service 

	Karen Bruce 
	Karen Bruce 
	Regional Information Security and Assurance Lead 

	  
	  
	karen.bruce1@justice.gov.uk
	karen.bruce1@justice.gov.uk


	 


	County Durham & Darlington NHS Foundation Trust (ISP ref: 0133) 
	County Durham & Darlington NHS Foundation Trust (ISP ref: 0133) 
	County Durham & Darlington NHS Foundation Trust (ISP ref: 0133) 

	Lisa Nattrass, Head of Data Security and Protection & Data Protection Officer 
	Lisa Nattrass, Head of Data Security and Protection & Data Protection Officer 

	 
	 
	l.nattrass@nhs.net
	l.nattrass@nhs.net


	 


	NHS North East and North Cumbria Integrated Care Board 
	NHS North East and North Cumbria Integrated Care Board 
	NHS North East and North Cumbria Integrated Care Board 

	Martin Short, ICB Director of Place (Darlington) 
	Martin Short, ICB Director of Place (Darlington) 

	 
	 
	Martin.short@nhs.net
	Martin.short@nhs.net






	 
	  
	Appendix 4 
	Authorised Signatories 
	 
	Community Safety Information Sharing Protocol 
	 
	Signatories to this agreement are: 
	 
	 
	 
	 
	 

	Signatory Name & Title 
	Signatory Name & Title 

	Signature 
	Signature 

	Date 
	Date 



	Durham Constabulary 
	Durham Constabulary 
	Durham Constabulary 
	Durham Constabulary 

	Jon McAdam, Assistant Chief Constable  
	Jon McAdam, Assistant Chief Constable  
	 
	jon.mcadam@durham.police.uk
	jon.mcadam@durham.police.uk



	 
	 
	Figure

	09.05.25 
	09.05.25 


	Office of the Durham Police & Crime & Victims Commissioner 
	Office of the Durham Police & Crime & Victims Commissioner 
	Office of the Durham Police & Crime & Victims Commissioner 
	 
	 

	Andrea Petty, Chief Executive 
	Andrea Petty, Chief Executive 
	 
	Andrea.Petty@durham-pcc.gov.uk
	Andrea.Petty@durham-pcc.gov.uk



	 
	 
	Artifact

	27.07.23 
	27.07.23 


	Darlington Borough Council 
	Darlington Borough Council 
	Darlington Borough Council 

	Rose Rouse, Chief Executive 
	Rose Rouse, Chief Executive 
	 
	Rose.Rouse@darlington.gov.uk
	Rose.Rouse@darlington.gov.uk



	 
	 
	Figure

	07.05.25 
	07.05.25 


	County Durham & Darlington Fire & Rescue Service 
	County Durham & Darlington Fire & Rescue Service 
	County Durham & Darlington Fire & Rescue Service 

	Steve Helps, Chief Fire Officer  
	Steve Helps, Chief Fire Officer  
	 
	steve.helps@ddfire.gov.uk
	steve.helps@ddfire.gov.uk



	 
	 
	Figure

	20/5/2025 
	20/5/2025 


	North East Probation Service 
	North East Probation Service 
	North East Probation Service 

	Karen Blackburn, Head of County Durham & Darlington National Probation Service 
	Karen Blackburn, Head of County Durham & Darlington National Probation Service 
	 
	Karen.blackburn@justice.gov.uk
	Karen.blackburn@justice.gov.uk


	 
	 

	 
	 
	Artifact

	29/05/2025 
	29/05/2025 


	County Durham & Darlington NHS Foundation Trust 
	County Durham & Darlington NHS Foundation Trust 
	County Durham & Darlington NHS Foundation Trust 

	Jeremy Cundall, Executive Medical Director (Caldicott Guardian) 
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